Comments

ID Name of Project Purpose Type of Data Volume of Data How data is shared Date of Approval
Personal & Hosted by NHS Digital
Administrati f i ided by NHSmail & i d st
001 NHS Mail mml,s ration ot services provided by mall & processing and storage Special Category|5000+ accounts Electronic system transfer - EST 01/05/2018
of email and other data.
Data
To deliver a fully operational inventory management system covering the Function not yet available so risk is not live
O ting Theat luding Oral S Day S d Obstetri Al ised
002 Theatres Stock System perating Theatres (exclu |ng‘ ra lurgery{, éy urgery an ,S etrics) nonymise Not stated Cloud based database. 28/08/2018
that tracks consumable stock items (including implants on consignment) |data
from receipt to usage.
Upload all major trauma centre rehab prescriptions and other discharge personal & ISA to be signed.
. documents. Patient is able to share these documents with health K Average of 20 data ) Patients are able to access their own
003 Patients Know Best portal A X R ) . Special Category ) Secure online upload 13/09/2018|. K X
professionals that become involved in their care further down their Data subjects per month information via a portal
rehabilitation.
Personal & N/A
C t lier cl therefore f tinuity of ice th ds t S li latf lled
004 Patient Transition to Medtronic urren fupp |erc‘(?sure, ere orel or continul yo-serwce ere needs to Special Category|4 Children's data (lecure oniine platiorm catle 14/09/2018
be a patient transition to Medtronic, the new supplier Dat Kiteworks
ata
Activity/C; it delling dat: i ts shared with halth Al ised N/A
005 Healthcare planning - Rider Levett Bucknall ctivity/Capacity mo (? Ing cata relqwremen S shared with hafthcare nonymise 3-5 years of activity [Secure file transfer 20/09/2018 /
consultancy for analysis and planning data
N/A- Commercial/ N/A
d to design el f our intranet and website plus various printed |Anonymised | oorPo ot Trust systems and within th
006 Adobe Creative Cloud Used to design elements of our intranet and website plus various printe nonymise information used— | 17U sy's e'ms an w! in the 21/09/2018
collateral. data - cloud within the design platforms.
no sensitive
information
Personal & Advised to use NHS mail where possible as We
L d t sharing platf for STP ticeship network wh
007 We Transfer arge documents arlr}g platiorm tor K appren ICQ? P networiewho Special Category|One user Secure email platform 23/10/2018|Transfer has the same file size restrictions
may not have NHS mail. Hosted by Salisbury Foundation Trust Dat
ata
CCTVis in operation across the Trust for security and protection of ) i N/A
Lo . . . . Viewed or copied to tape and
008 GWH CCTV individuals and property and will capture recordings of people including  [Personal data |One month cycle collected 29/10/2018
patients, staff and visitors
Accessing PID rather than from a static copy
. X . that may have a different access profile. The
Supplier to demonstrate software for creating dashboards from the Personal & Supplier on-site to install k required to totally isolate PID is out of
009 Yellowfin Bl - Dashboard Proof of Concept ) pp . ; 9 Special Category|Not known software and set up demo 15/11/2018 wor ref‘ i .y ;
information held in the Data Warehouse Data reports proportion to the risk in a highly controlled
local environment over a short period
Approximately 200 N/A
ED staff initially.
The trust would like to implement a Tap n Go’ login system within the Eventually this will
010 Imprivata SSO and Smartcard access Emergency Department at GWH. Along with this they would also liketo  [Personal Data |be rolled out to all 03/12/2018
implement a new version of SSO. staff No information is shared but
(approximately ID’s are checked each time the
4500). card is tapped/logged on.
The project allows for images to be sent from the hospital where a child personal & Also have DPIA completed by UHB for use of
has attended with a burn, to the regional burns service for advice. The SiD X Approximately 5to |Secure portal hosted by NHS NHS Digital portal
011 SiD- Secure Image Data Application (App) ) g X g ¢ . Special Category PP ’ \ °c! p! ' 05/12/2018 igital porta
app allows for images to be sent from mobile devices, without the images Data 10 patients per week | Digital
being saved on that device.
IT rvi rovi WH in f th h Remote access to the AD and for N/A
012 GP IT Support Service support service fo be provided by G stead of the South, Personal data  |Adhoc 10/12/2018 /
Central and West CSU remote logon support
BWV & CCTV —.30 Process and training managed by Serco.
- L ) - days, Data retained Included the 3 month trial of cameras on the
Transmitting personal data to authorities in response to possible criminal |Personal & for evidential . . Trust privacy notices for patients and staff
013 Body Worn Video acts or threats to public security and improve the security provision for Special Category|purposes — 3 years Footage will be supplied for 18/12/2018 P ¥ P

SERCO staff. Trial of equipment.

Data

Data retained for
safety purposes — 10
vears

evidential purposes only via
encrypted data on sealed or
password protected discs/drives.




Patient Level Information and Costing

The information gathered from this collection will be used to enable NHS

Personal &

One years worth of
data, including

Secure portal hosted by NHS

N/A

014 Systems (PLICS) Improvemer\t* to perform its pricing and licensing functions under the Act|Special Category inpatiens and Digital 21/12/2018

more effectively. Data outpatients
UK data centre. Encrypted to 256 bit standard
Sensors placed in patients home/care home and track actions/movement personal & in transit and at rest.

015 MySense such as numbf:-r of tlr_ne.s the‘ front_do‘or is _open, time spent in bed, times Special Category 50 patfents_ approx. _Sensors a.md monitors send 30/01/2019 Implementation will be following consent from
flushed the toilet. This is a pilot. Aim is to improve outcomes for older Data to begin with information to cloud platform the patient or their representative if no
people, allowing them to live independently and safely in the community capacity, or following a best interest test

The software acts as ‘virtual workers’ so there
is no cross organisational sharing of data.
Access to Trust systems only. The virtual
worker sits on a web platform but will be given
a user account and will use remote access to

) . . . i X Personal & Bulk data - Virtual worker accesses log into the Trust system. No data is saved

016 Thoughtonomy TheTrL{St will be |rerIemer1tlng process automation via a virtual workforce Special Category|dependent on task [information on Trust network 21/02/2019|outside the network.
to digitise some of its routine manual processes. . -

Data performed through a VPN connection Audit trail can be run as per any real member of
staff.
Access controlled like human user —e.g. parts
of system locked or restricted.
Virtual workers need licenses.
016a |Blue Prism (Thoughtonomy) DPIA as per use within the BSW, not GWH specifically As above As above As above 08/06/2022|As above
017 SignLive Sign language service for deaf patients Personal data  |Adhoc (I:;/;;::nnectlon through mobile 27/02/2019 N/A
Security is maintained through passwords and
Stoma Care database - secure web-based electronic patient record, Approx 200 patients access control and system penetration testing,

018 Coloplast appliance monitoring, and audit tool designed specifically for stoma & Personal data Cloud based database. 14/03/2019|encryption technology and NHS N3 hosting of
colorectal patients perannum the application via a secure web address.

019 EdgeHealth Setting up a new interactive cancer timed pathway dashboard for the personal data | Adhoc Technicians on-site to set up 14/03/2019 f:egj ;?rse::rf:ra:es?gieetjIal;sclzr::j:r:toi::tjnd
Trust dashboard

agreement
Patient Portal Group (PPG) discusses
implementation plan inclduign IG actions and
communications strategy. Emails/texts include
Personal & Around 1,000 . a link to a secure portal which the patient must
. . . ; . h Email and text message allows R R X .
020 DrDoctor Appointment reminder and booking service Special Category|patients per day = access to a portal 26/04/2019|register for. No special category data is sent in
Data bulk data the text/email. Patients agree to the service
and can choose to keep receiving post. PPG to
agree vulnerable groups to exempt.
On servers held at GWH location. Active
Directory username and password.
Personal & Around 1,000 Shared within the system ;ZSESZSEt:r:ns:tau(::r?r:n;\s[;rtac:es:;:raGt\:eV:ul;r’cﬁr:?:aFl)s
021 NerveCentre Electronic observations and patient flow Special Category [patients per day = 08/05/2019

Data

bulk data

between healthcare professionals

roles, so users can only access the relevant
permissions required for their role. inbuilt
parameters to validate some data




022

BWV cameras

Transmitting personal data to authorities in response to possible criminal
acts or threats to public security and improve the security provision for
SERCO staff. Permanent use.

Personal &
Special Category
Data

Bulk data -
dependent on task
performed

Footage will be supplied for
evidential purposes only via
encrypted data on sealed or
password protected discs/drives.

16/05/2019

The footage will be in an encrypted format,
securely stored and only viewed by authorised
persons. The devices will only be activated
when entering a high risk area or during an
incident and continuous recording is strictly not
permitted. As the trial period was a success
this is now a permanent arrangement. Updated
on the Trust privacy notices for patients and
staff

023

Click Travel

Online travel booking system

Personal data

Bulk data

Via the online system

31/05/2019

Company asked to confirm arrangements for
destruction of data and also that personal
details will not be used for marketing purposes
this was confirmed 21/5/19

024

Virtual Smartcard

Allow virtual workers to gain authenticated access to the NHS SPINE as
part of their pre-programmed operations.

Personal &
Special Category
Data

Bulk data

Authenticated access through use
of a virtual Smartcard. Data
Accessed from SPINE by virtual
worker using pre-programmed
operations

30/05/2019

The user must be registered in the Spine
Directory Service (SDS) after having undergone
all the normal eGif L3 identity verification
checks required for the issuance of a physical
smartcard.

Each use of a virtual smartcard to authenticate
to the Spine creates an audit message with full
details of the user and the virtual smartcard
including the success or failure.

Virtual Smartcards work with roles in the same
way as physical smartcards, so you can create a
restricted role.

All data transferred between the virtual
smartcard service and clients (Isosec Identity
Agent and virtual smartcard Authenticator) is
encrypted using a combination of RSA and AES
keys. Using SHA256, AES256 and RSA2048 as a
minimum. The data is sent to the virtual
smartcard server using HTTPS.

025

Lone Worker Personal Safety Devices and
app.

Lone workers are vulnerable groups and often have to visit areas which
are hazardous or people who may be violent or aggressive. The app will
allow our staff to see if someone is in an identified area of concern by
locating the device.

Personal &
Special Category
Data

Bulk data

Location tracking via app on work
phone and alarm fob

11/06/2019

All opt outs of data sharing will be enforced.
Company are US based and are compliant with
Privacy Shield standards. Limited data is
entered. Only work devices will be used.

026

Apogee Managed Print Service

Provision of managed access to print, scan, scan to email facilities

Personal &
Special Category
Data

Bulk data

Access / synchronisation with
existing user directories
maintained by the trust. Stored
within a controlled database.

03/07/2019

Servers within the trusts domain. Follow-me
printing option. Data is encrypted using AES-
128 or AES-256 encryption. Apogee
Corporation Ltd (8Q90) published a DSPT
assessment. Advanced Encryption Standard
(AES) technology.

Sent to Salisbury for review on 03/07/2019. No
response received as of 04/09/2019 - added to
register as approved.

026a

Apogee Managed Print Service

Reprographics outsourced service

No personal
data

Ad hoc

Sent via email or portal, returned
in post (printed postsre, etc)

18/10/2024

Sent via email or portal, returned in post
(printed postsre, etc)




Cardiology database (CVIS) - introduction of iPad devices to enable

Personal &

Pdf reports will be sent to a
network share and clinicians will
either upload the PDF to the trust
Cardiovascular information

Queries re data storage, encryption standards
and quality checking were answered
satisfactorily

027 Medtroni Special Cat Bulk dat: 11/07/2019
edtronic interrogation and programming of cardiac devices DF;::a ategory) Bulk aata system (eg CVIS, Tomcat) and/or 107/
manually type in physiological
data in the Cardiovascular
information systems
No data is EVER stored by the supplier.
1S027001 compliant. Files will be downloaded
and saved on network once processed. Robust
P | & Uplaoded t bsite and
. Trial of online platform to pixelate/obscure faces on CCTV for purposes of ers?na plaodeq towebsite an 08/08/2019 V2|internal whitehat vulnerability testing, user
028 Pixelate Special Category|Adhoc. Low numbers|downloaded back to Trust .

SARs Data network update 30-06-2021|reported threats and independent external
penetration testing. Patches are deployed
within 1 business day for critical patches

Meeting f tient SCWCSU Data Services SLA and DSCRO
To demonstrate that by holding CMDTs to discuss a specific patient cohort ee mg, or e\{ery p'a' en N . Aa 2 e!'wces an
i ) i , . ) ) . Personal & appropriately identified will provision is required to process the data. SCCG
Integrated Care Community MDT can benefit patient care and quality of life with the intention to reduce i X L .
029 o X Special Category|Bulk data consist of an initial meeting and a 15/08/2019|does not access PID data, only the data
(CCG template) emergency admissions, ED attendances and elective care. ACMDT X X ) R
Data follow up review meeting two pseudonymised and transferred via the DSCRO
Conference Call
weeks later.
Access to be granted for the purposes of undertaking root cause analysis Anonymised Anonymised data. Third party will come on site
030 Rackspace - Infrastructure Assessment and IT infrastructure assessment to determine the Trust’s position with data v Bulk data Staff will be on site 06/09/2019|and be supervised by the Trust IT team.
regards to cloud computing
Only uses gender and DOB, no other
iRef id ingle ent int t linical probl i P | & i ifi i inisys -
i ? er provides a single entry point to commc?n c |n|c'a pro ems' seenin ers?na Patient data is entered onto the identifiable data. Integrates with Clinisys
031 |-Refer primary and emergency care and offers practical advice on the right test |Special Category|Bulk data system 25/09/2019|confirmation needed on how this is done

at the right time Data v
Individual log in with password and security
word. Data backups are held in the Amazon
Webservice (AWS) system - AWS is 1ISO27001
accredited and restricted to the London region

. - to ensure data never leaves the UK.
personal & Entered into system by midwife -
Online database to be used to monitor contacts with pregnant patients X Swindon Borough Council will
32 PharmOutcomes | ) preg P Special Category|<500 per annum R s . . 04/10/2019|Via secure log in by authorised users.
who want help to quit smoking receive summary non-identifiable - K o X
Data The Specialist Stop Smoking Midwife will be
reports . .
given an account for the system from Swindon
Borough Council.
Successful and attempted logon can be
monitored via an audit trail in the system.
50 t fi t attend A to th hared mailb hich will
The Medvivo High Intensity User service leads will proactively make m'os requent attencees cce_ss othe Secure s are_ mal_ (_’X whichwi
) Personal & details are shared from GWH and receive the data will be strictly limited. Secure
. . telephone contact and meet face to face with the most frequent attenders K X ) . A
33 HIU Service (BANES and Swindon) . Special Category|Bulk data RUH Bath with Medvivo - the HIU 18/10/2019(servers on the Medvivo network physically
of the RUH and GWH A&E departments to find out how the local health . o K
. Data service leads commissioned by located in the UK.
economy could better meet their needs.
the CCG
Install Tableau client tools on one of the GWH
laptops, which the Tableau representative will
Anonymised Software installed on a Trust Itlhen USE on thde datY' 'I'thet\:]vxilll.rchreatei E:al
icence key and activate that. They will then
34 Tableau Bl demo The Trust will be able to decide whether to upgrade its Bl tool v Adhoc. Low numbers|laptop and connected to 29/10/2019 Y X ¥
data check the connection from the laptop to the

anonymised data

Trust’s database. No identifiable patient data
will be used.




Software installed on a Trust

Install QlikSense on one of the GWH laptops,

. " . . Anonymised which the QlikSense representative will then
35 QlikSense The Trust will be able to decide whether to upgrade its Bl tool Y Adhoc. Low numbers|laptop and connected to 29/10/2019 Q K p. ) . .
data . use on the day. No identifiable patient data will
anonymised data
be used.
The trust will place the FFT data- ‘Responses a-nonymised. May incI‘uclie some data
. in free text field. All data in transit is held
set on a trust-based virtual server, o oo )
. within secure platform in-line with 1SO 27001
. . on which the Envoy Messenger o
The Trust currently conduct their FFT via a manual/paper-based approach L X 30/10/2019 -|accreditation. All web consoles and API
N ) ¥ N R . i data transport application (DTA) is . )
L and this project will be introducing automation and electronic data X R checked 05/12/23|connections are using SSL. All data transferred
36 Healthcare Communications o K R . . ) Personal data Bulk data installed. The DTA will securely . L
capture utilising primarily SMS text and IVM (interactive voice messages) K as contract|{uses 1024-bit RSA and 256-bit Rijndael
. ) A take the data and pass it over to i i .
to survey patients on their experience. extended - all OK|algorithms. All data is processed and stored in
the secure hosted Envoy the UK
e
Messenger system platform that
will process the data for survey.
GWH laptop with Power Bl desktop installed.
Anonymised Software installed on a Trust The GWH laptop to connect and authenticate
37 Cloud2 Power BI The Trust will be able to decide whether to upgrade its Bl tool data v Adhoc. Low numbers|laptop and connected to 01/11/2019|to the required GWH SQL A&E table.
anonymised data No identifiable patient data will be used.
GWH are not the data controller. Security
standards include — usernames and passwords
for our consultants, no data saved at our end,
secure messaging. PID, all of which is fully
Support GPs by providing expert consultant advice over the phone or Personal & encrypted, is retained within a Secure Virtual
through a web portal. Advice can be used to determine if the patient i X . Phone calls or secure web portal Private Cloud that is dedicated to Consultant
38 Consultant Connect X .. . Special Category|One patient at a time . 08/11/2019 ) K
needs to be referred to the hospital. More efficient process for the patient Data to share images Connect and is provided by Amazon Web
and NHS resources. Services (AWS). AWS Secure Virtual Private
Cloud is physically located in the UK with high
physical security and I1SO/IEC 27001
certification
A A o A A ‘ . Pumps and devices have USB Data is entered directly by Fhe patier\t. Clinical
Patients using Medtronic insulin pumps will have their recordings connectors which the patient staff who need access to this data will have
uploaded and recorded in a cloud based storage managed by the Personal & lugs in to their own dF;vices The their own individual logins. This will be under
39 Medtronic Carelink company. Secure automated recording accessible by patient and clinician [Special Category|One patient at a time zaé is uploaded through thé 08/11/2019|the supervision of the information asset owner
in real time. This will allow more informed consultations and changes to  |Data p X Ag / administrator. The CareLink system uses
care plans Medtronic website using Secure Sockets Layer (SSL) securit:
P downloaded software ¥ 4
The data will be temporarily held on the locally
deployed server by Brainomix within the secure
ital net: k. N iti tient dat ill
Within GWH, a virtual machine or hospital networl osenA5| ive patien Aa awi
R " ever leave the local hospital network. Final scan
Th bect | tion & Transformation |Artificial intelligence (Al)-driven imaging support software to improve Pseudonymised physical server will be deployed to Its will be kept in PACS. Th ingi
rombectomy Innovation - s will be kept in . The processing is
40 Y . S R EIng supp P ¥ Bulk data allow onsite data processing. The 19/11/2019 :esu P Lo p. R g
Network (TITAN) delivery of acute stroke care in the Thames Valley stroke network. data .. not solely automated”. It is a decision support
Al-decision support tools export L. L
to PACS tool and decisions are made by the clinician on
the basis of clinical information and imaging.
Every user will have a unique login.
The personal data will be held in the Trusts’
pseudonvmised This project will make small data warehouse, the report will only contain
41 Alamac Alamac to assist GWH in the automation of RTT reporting tools v Bulk data changes to the process to pull the 25/11/2019|aggregated non-patient identifiable

data

data into an Excel based report.

information. Contracrtor signed confidentiality
clause doc.




The company supplying the system has no
access to patient information. The system is

Personal &
Allows clinicians to review results I ible vi tal. *Th
42 Connect Health Solutions Blood glucose meter - monitoring and analysis for diabetic patients Special Category|One patient at a time . . 17/12/2019 only accessivle Yla a seclure porta . e‘care
Data and hold virtual clinics team have a unique patient portal which is also
encrypted on an individual user basis.
No patient identifiable information should be
used. AES-256 bit encryption. TLS version 1.2.
User downloads the app to their -
3 perfect Ward Perfect Ward is a health and quality inspection app that makes quality Trust Adhoc. Audit data by device and can u Ioadpgata once 18/12/2019 Enforced password complexity. Cyber
inspections quicker, easier and more effective. information user hei h pb fied Essentials Plus. ISO 27001. Maintain logs of
their account has been verified. user activity and access to system
No patient identifiable information is used.
MicroGuide medical guidelines application to support “Antimicrobial Anonvmised User downloads the anp to their Physical Access ?ontrols. Information Ris‘f
44 Horizon Strategic Partners Microguide Stewardship”. Assists clinicians prescribing antibiotics to patients dat v Adhoc. Low numbers devi PP 20/12/2019|Assessment carried out. use of commercial
ata evice. Vi i
according to evidence based local protocols strength anti-virus/anti-malware software. AES
256 bit or equivalent
Wiltshire Centre for Independent Living (Wiltshire CIL) High Intensity User 50 most frequent attendees Access to the secure mailbox which will receive
service leads will proactively make telephone contact and meet face to Personal & details are shared from GWH, SDH the data will be strictly limited. Secure servers
45 HIU Service (Wilts) face with the most frequent attenders of the RUH and GWH A&E Special Category|Bulk data and RUH Bath with Wiltshire CIL - 24/01/2020|physically located in the UK.
departments to find out how the local health economy could better meet |Data the HIU service leads
their needs. commissioned by the CCG
The servers sit within 2 tier 4 data centres in
the UK with 1S027001 and | 1. Thi
The aim of this exercise is for Trusts to send a snapshot of their live PTL to E; w ¢ tSOfF o 'th?n UKSOQSO etsertvedrs
NECS where it will be processed against a series of data quality tests. The Pseudonymised Web portal file upload. North of En y:cc:p ratiic WIH n ?tn areff)ro elcl eA”
a hardware as well as a software firewall.
46 RTT validation exercise results of the above quality tests will be reported back to the Trust with a v Bulk data England CSU (NECS) 28/01/2020 4 .
. . - . . data browser traffic and data exchange through the
series of recommendations on validation opportunities & data quality Sub-processor — Source Group UK X |
. browser is protected by 256bit encrypted SSL
improvements.
(Secure Socket Layer)
Rack in the UK.
X X . New I.T. system. There will be a On serve'rs rrTanaged by ,ac space in the U
Cloud based, online ordering via a secure https URL and secured by PIN L Information is accessed via secure https
o ) A migration of data from the current P, :
and password, giving healthcare professionals a complete view of the Personal & system to the new svstem at g0 website with individual unique PIN and
47 Community Equipment Service I.T. System  [client’s community equipment history and instant real time information |Special Category|Bulk data Ii\\//e After that data l collectegd 28/01/2020|password for each prescriber.
on stock levels and activity information. Track and trace of all items of Data o
. o directly from healthcare
equipment throughout the lifetime of the product. . R
professionals into the database.
Th | i i
. . . consent would be taken from the € clonslent process vxl/ou d requnr‘e anin
To address some of the issues with poor surgical consent processes o X hospital ipad/tablet with stylus with the EIDO
currently in place patient in-house. Information Vault app installed. Patient would read and si
. in . Patient w r nd sign
vinp L L . . leaflets would be emailed to the aultapp ins a. ,e, atie ou‘ cada Sg,
* The system saves time in entering information as the consent form is ) . consent and clinician would co-sign. The data is
Trial of Electronic Consent for Surgical re-populated Personal & patient, but the patient would lled fi the devi d uploaded to ESR
- X . R . ulled from the device and uploaded to ESR.
48 L 8 pre-pop L ) Special Category|Ad hoc consent via an ipad/tablet with a 29/01/2020 P P
Procedures (trial in two departments) * Ensures that both clinician and patient have gone through the correct Data stylus. The ipad/tablet would be
rocess and that the patient understands the treatment/surgery they will '
Ee undergoin patientu /surgery they wi linked to the EIDO Vault app.
£0Ing. . Consent pdfs can be pulled to ESR
* Paperless / legibility of forms
or other system.
Urology patients information to be shared for the purpose of performin, Personal & Contract in place which includes a data sharing
49 BMI Healthcare gy P purp P J Special Category|Approx 38 patients [Physical transfer of health records 21/02/2020|agreement

procedures

Data




GWH server to host the Hybrid PowerBI
solution.

Read and write access restrictions. Trust-wide
Consumer/report viewer license for Hybrid

Personal & Extraction from Data Warehouse uti
50 Power Bl Provision of a Bl Visualisation and Reporting Tool to GWH Special Category|Bulk data onto Hybrid solution hosted on 10/03/2020 selution L .
Developer/Report writing Licenses required.
Data GWH server )
GWH server to host the Hybrid PowerBI|
solution so GWH security features such as
firewalls and Trend patching will apply.
Personal & Contract in place which includes a data
Orth dic patients inf tion to be shared for th f
51 Circle Reading upa? c patients information o be shared for the purpose o Special Category|Approx 28 patients  [Physical transfer of health records 10/03/2020|processing agreement
performing procedures
Data
The purpose of using the AccuRx platform is for healthcare staff to The video and audio communication is only
communicate with patients (and each other regarding patients) for the personal & visible to participants on the call and is not
52 AccuRX provision.of healthcare or social care s'ervices'. Th? purpose of using video Special Category |Bulk data Video consultations 25/03/2020 recorded or stored in tcmy fc?rm. The notfes
consultations on the AccuRx platform is to minimise face-to-face contact Data taken at the consultation will be transcribed
between healthcare staff and their patients as advised by the NHS in the into Medway as with a face-to-face
delivery of healthcare. consultation.
Data will remain in the system — Medvivo is
signed up to the Wiltshire Information Sharing
Charter (WiSC)
Have agreed with Medvivo’s DPO to proceed
ithout further d tation bei ired.
Reception staff from Medvivo primary care service to work with Trust Personal & ‘C“ Ao; ur erdoct:jn;?A(a: tlor; ?lng rj(lwlr_?
53 Medvivo - SystmOne staff from the relevant surgeries during COVID-19 pandemic. Resilience Special Category|Bulk data Access to system 25/03/2020 0in / password an .0 € Issued by )
. o . . Programme Manager for Swindon Community
plan for covering the surgeries’ patients during the pandemic Data X R
Services. Role-based access - system will only
allow access to patients registered at the
relevant GP practices
Full audit trail is available in the system.
License is to view information only. The screen
Access for Ambulatory Care and Triage (ACAT) unit so they can see the pseudonymised Access to svstem displaved on will show limited information such as the
54 Mobimed in Ambulatory Care and Triage unit|number of patients coming in, expected time of those patients due in and data 4 Bulk data desi natedyPC play 27/03/2020|Number of patients that have been referred
allow them to do preparatory work g and the expected time of arrival. The PC will be
maintained in a private area
Personal & Uplaoded directly to KPMG Hosted on Microsoft Azure UK datacentre,
55 KPMG Central Central repository for information required as part of the audit process.  |Special Category|ad-hoc central, which is hosted on 01/04/2020|which holds 1S027001 certification. Individual
Data Microsoft Azure UK datacentre logons to system.
Adopted the DPIA and guidance produced by
P 1& Via MS T deskt i | ial Coll NHS Trust ived
MS teams rolled out by NHS Digital - Trust staff to use to communicate ers?na a eam§ esA op versmrf or mperia Loflege rus (recelvel on
56 MS Teams R ) K Special Category|Bulk data web app. Login using NHS mail 06/04/2020|20/4/2020). MS Teams chats are private and
during Corona virus (COVID-19) pandemic i ) X K i
Data credentials the directory is set to NHS mail. Uses NHS mail
credentials to logon
There is no change to Microsoft’s principles for
commitments to data security and privacy in
th ¢ ise. Intelligent t ticall
MS Teams Premium Pilot. Automatic generated meeting notes, Personal & Via MS Teams desktop version or ) € el,'] erprise.n e‘ |g?n ’recap a}" omatically
. . o - L R inherits your organization’s security,
56a MS Teams Premium recommended tasks, and personalized highlights are generated from the |Special Category[Bulk data web app. Login using NHS mail 12/11/2024

transcript of a Teams meeting.

Data

credentials

compliance, and privacy policies for Microsoft
Teams. Data is managed in-line with our
current commitments, and existing compliance
boundaries




57

DAWN system upgrade

Upgrade - Invalid date values handled correctly, coded comments
available in reviews.

Improved Error Detection and Handling in the Auto Review Service.
Ability to make selected patient demographic fields read-only.

Fix for DAWN Messages service fault which could attach wrong PDF to an
email

Personal &
Special Category
Data

Bulk data

Database hosted on Trust SQL
server

16/04/2020

On local server, VSRV12167, held within the
Trust. Regular/Daily backups of the databases.
Application is Web-based, authorised users
have the required URL. The application has a
full audit log of all transactions and
modifications made by everybody that logs
onto the systems

58

WH&C MDT Meetings

To facilitate MDT meetings involving WH&C and Acute Trust via MS Teams

Personal &
Special Category
Data

Ad hoc - individual
meetings will be low
numbers

MS Teams

21/04/2020

MS Teams chats and calls are private and the
directory is set to NHS mail. Uses NHS mail
credentials to logon. Did not extend meetings
to involve patients via Teams

59

Diabetic Foot Team MDT

To facilitate MDT meetings involving community staff and diabetic foot
team via MS Teams

Personal &
Special Category
Data

Ad hoc - individual
meetings

MS Teams

24/04/2020

MS Teams chats and calls are private and the
directory is set to NHS mail. Uses NHS mail
credentials to logon. Calls will be between
clinicians. If patient needs to speak to foot
team or show them their foot, they will be
asked for their consent

60

Blood Glucose Web App

The GDm-Health system provides a means of recording of blood glucose
levels on a patient-level app, with the results communicated in near real-
time to clinical staff.

Personal &
Special Category
Data

TBC

Upload to Cloud (Microsoft Azure)
and extracted to Mat. Medway

05/05/2020

GDm-Health’s cloud infrastructure is provided
by Microsoft Azure on behalf of Sensyne
Health.

Microsoft Azure is certified under the following
standards: - Cyber Essentials Plus and G-Cloud -
1SO 9001:2015 - 1SO 27018 - 1S027001:2013 -
CSA STAR - PASF

Sensyne Health are Data Security and
Protection Toolkit compliant.

Sensyne Health has 1ISO27001 accreditation.
Sensyne Health are certified by BSI UK with a
certification number is 1S707857.

Data in transit on the internet is protected by
HTTPS/TLS 1.2 encryption protocol. The
internal network is guaranteed to be private by
Microsoft Azure. SSL is required to
connect/transfer any data to the underlying
database instance. The data is stored on
encrypted disks in a UK based Microsoft Azure
Datacentre.

61

eConsult Chest Image Database

Chest Image Database endorsed by NHSx for purposes of Covid-19
support and shared learning. "national database of chest X-ray, CT and
MR images and other relevant patient information that enables the
development and validation of automated analysis technologies that may
prove effective in supporting COVID-19 care pathways, and that
accelerates research projects to better understand the disease."

Personal &
Special Category
Data

20,000 - 40,000
individuals
(nationwide)

Uploaded via portal which
pseudonymises data

06/05/2020

The patient pseudonym will be created
by a lossful encoding algorithm and
complex salt which will produce an
encoded pseudonym which allows the
linking of the clinical data with the
images. In addition, the NHS/CHI
number will also be encrypted using an
AES encryption algorithm and a
complex salt to allow linking with
national datasets. No patient identifiable
information will leave any of the
participating sites.
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Hirumed/Raid - new system to email patients

Existing system for anticoagulant service but with new functionality to
email patients blood test results

Personal &
Special Category
Data

Individual emails

Via email

07/05/2020

Risks identified and mitigated with appropriate
processes put in place - awaiting response to
minor queries.




Trac will be the new system for applications to work at the Trust. It will

Personal &

Uploaded directly to NHS jobs or
Trac website. Access to website

Usernames and passwords for each user and
there is role-based access. The system is
segregated so departmental leads can only see

63 Trac system (Civica) collect application data, reference data and any other data associated Special Category|Bulk data R K 20/05/2020|information relating to the applications for the
R L provided to employing managers X R
with the application process. Data role in their area. Data entered by the data
and HR personnel. ) ) R
subject who confirms data is accurate
Personal & NHS Jobs no longer used. Trac As above
63a Trac system (Civica) As above - BSW version of DPIA received Special Category|Bulk data primary source of recruitment 21/11/2022
Data processes
NHS England will register the eConsult solution
Online consultations provide opportunities for patients to engage with the as a national information asset and primary
NHS remotely, in some cases through automated clinical algorithms that care providers using the solution will also log
reduce the need for contact with clinicians, thus reducing burden on . X . the solution on local asset registers. verifying
. : . . - GPs require their patients to . X . i
. . . clinical staff and enabling patients to seek real-time clinical support. Personal & o patient ID, information provided by the data
eConsult Online Consultations for Primary . . . access the service via the NHS ) ! N
64 Care NHSX and NHS England have been promoting the use of online Special Category|Bulk data App, the integration will be 09/06/2020(subject will be matched with the NHS number
consultation solutions across the health service, particularly in primary Data fc?\;ided b l\ngS Digital via NHS Login and other information provided
care settings. Efforts to widen uptake of virtual alternatives to face to face P v gital: by GP systems. eConsult store and process all
appointments have been accelerated considering Covid-19. data in the UK . The data centre is Tier 3 and
1SO27001.
Data transferred from the on-site server to the
cloud server will include pseudonymized CT
images and results, along with metadata.
Patient identifiable data such as name, date of
birth, and address will not be transferred to the
cloud server. To set up the connection to the
Personal & Brai ix cloud th d HTTPS
65 TITAN Brainomix App App to access and process data. See DPIA 040 for details of main system. |Special Category|Bulk data App 10/06/2020 ralnom'lx clou se'rver, anew 0{“ oun )
Data connection is required. All data is encrypted in
transmission and transferred over HTTPS
(typically TLS 1.2 with AES encryption). Data
stored on the cloud server is encrypted at rest
with keys stored in AWS KMS. The cloud service
is 1ISO 27001 certified
CCTV is in operation across the Trust for security and protection of Viewed or copied to tape and System security asse'ssment completed for the
66 GWH CCTV Upgrade individuals and property and will capture recordings of people including [Personal data  [One month cycle collected P P 10/06/2020|CCTV system, ccla—ordlnated by SERCO. See SSA
patients, staff and visitors for further details
Data entered by the user to register for an
account will be used to provide the service and
to authenticate the user when they log into
Personal & thei t Atlassi two-fact
. . . X eir account. Atlassian use two-factor
67 Trello Collaborative working on projects, accessed through MS Teams app Special Category|ad hoc Cloud based database. 12/06/2020

Data

authentication to manage accounts. Rigorous
security testing is carried out by the company.
Data is encrypted whilst in transit.




Personal &

At rest - no change. As per Trust security
policies which include access controls, secure
networks, password management, permissions,
etc.

In transit - will be submitted via NHS.net to
practices

68 MESH/DLP reporting Daily Flow Transfers from multiple CCGs to one merged CCG Special Category|Bulk data Via MESH instead of the DSCRO 19/06/2020(Practices will store the data in a secure fashion,
Data using folders on their own network with the
relevant access.
A nominated CCG representative will control
the distribution list of practices/emails who are
able to access the information.
Anonymised data collection from data subject
Feedback on the NHS response to coronavirus themselves. Survey link is public and open,
69 People Pulse Note: A full DPIA is not required as no personal or sensitive data should be|Anonymised Bulk data Survey link is public and open 08/07/2020 which means AanyonAe could share the link with
collected. data other people including non-NHS staff or they
could fill the form in more than once.
. . . Emails/texts sent which include a unique link to
Video Conf ing App added to the existi It N ¢ with Personal & Links to meetings are sent via |atf for the call. N ol
ideo Conferencin added to the existing platform to support wi ure platform for . cia
70 DrDoctor Video Conferencing App R 8 APP 8P PP Special Category|Ad hoc text/email to the patient. Patient 10/07/2020 asecure p c,’ . ¢ call. Mo spe' .
Covid-19 R category data is sent in the text/email. Patients
Data data links to PAS system. A
agree to the service.
NHS Digital and Accenture host Microsoft use Azure cloud storage which is
P | & the NHS mail system. NHS h d have 1S027001 ditation.
. Update to NHS mail DPIA which includes information about the Office 365 ers&?na © mal Asys elm ave selcure and have 15027001 accre ,I ation
71 NHS Mail 0365 ackages Special Category|Bulk data agreement with Microsoft and 13/07/2020|Microsoft also have Cyber Essentials Plus.
P & Data NHS mail credentials act at Microsoft account uses NHS mail credentials
Microsoft account
Adopted the DPIA and guidance produced by
Imperial College NHS Trust (received on
MS teams rolled out by NHS Digital - Trust staff to use to communicate . . 20/4/2020). MS Teams chats are private and
. i o o Personal & Via MS Teams desktop version or i ) ) . .
. during Corona virus (COVID-19) pandemic. Live Events to be utilised K . X R the directory is set to NHS mail. In addition, live
72 MS Teams Live Events X X . L Special Category|Ad hoc web app. Login using NHS mail 15/07/2020 ) X
where the speaker needs to present without interruption - e.g. training, Data credentials events are one-way which means microphones
seminars, etc. and camera cannot be switched on which
prevents 'bombing'. The chat is also moderated
before publishing.
The app will type what is spoken about. This
may contain identifiable data and special
category data, but it may not. It depends on
hat the di ion i . Datai
Free audiotyping app, which will type the words on a screen as the user Anonymised Audiotyping app, which will type W ”attt Z (;lsi:ssmn s a:out ¢ a;a Isant'th th
73 Live Transcibe App speaks. This app will be used as a simple communication tool to enable v Ad hoc the words on a screen as the user 27/07/2020 co E,c ec by the app and Is not shared wi ©
data owning company. The Trust would not be

conversation between staff and patients who rely on lip reading.

speaks

looking to copy anything from the device to the
notes. Printing cannot be done from the app
and the devices are not linked to printers in any
case.




a video conferencing system used by the NIHR (National Institute for

Personal &

Does not have user attention-tracking features
or software, it does not use customer data for
advertising and it does not sell customer data
to third parties. All video meetings are
encrypted in transit by default between the

74 Google meet Special Category|Ad hoc Set up an account in Google Meet 29/07/2020
8 Health Research). DZta sory P 8 107/ client and Google. Meet adheres to IETF
security standards for Datagram Transport
Layer Security (DTLS) and Secure Real-time
Transport Protocol (SRTP).
Uses a series of pre-completed Uses a series of pre-completed flashcards to
75 Card Medic App A”OV\{S staff to communicate with patients with hearing loss whilst Anonymised Ad hoc flaslhcards t9 commu'nicate with 29/07/2020 communice?te with patients w_hilst carrying out
wearing PPE. data patients whilst carrying out a a consultation. Does not require the use of any
consultation. personal or sensitive data.
System has the following accreditation:
- Cyber Essentials Plus
Personal & - 1509001
Dermatology Additional Capacity - Patients are referred to GWH for dermatology opinion. These patients are K . Through HBS system (Virtual Lucy) -15S027001
76 X ) ) Special Category|1000 initially X 07/08/2020 L .
Healthcare Business Solutions UK Ltd then forwarded to HBS for processing Data via a secure portal UK servers. Data is disposed of in a secure way
in line with NHS Retention and Destruction
Schedules
During times of social distancing and reduced appointments, the User downloads their data to an Data is en'crypted in transit. Data stored on
application allows the patient to upload their details to an app, have Personal & app through a registered account. secure Microsoft Azlure cloud platform ?t rest.
77 Oticon Remote Hearing Aid Service hearing aids built and sent to them, with virtual follow-up appointments [Special Category|Ad hoc The staff member then accesses 28/08/2020 Servers a'rellocatleq n bf)th the UK f’nd in the
held with their hearing care professional from the comfort of their own Data the results and communicates US. Datais |delnt|f|ed using the patient's
home. with the patient through the app personal email account.
78 Allocate URL change Current F_lxternal URL is already used for Employee Online, this switch will Staff data approx. 5000 Interaction with the Health Roster 31/08/2020 Full DPIA not completed as URL change.
allow a different app Allocate Me to be used data
New analyser. Patient data received from the
P 1& Ti LISi |
‘ . . A . A ers?na Provided by the Trust Laboratory rusts LIS IT\ order to Qrocess ar\d report sample
79 Bio-Rad Betathalassemia solutions To produce patient results following analysis Special Category|Ad hoc . 01/09/2020|results against the defined patient, and sent
Information System (LIMS) .
Data back to the Trust LIS. Not sent outside EU. LIS
SOP in place.
Data collection is temporarily stored locally (to
enable offline use) before the data is sent
Personal & Laptop provided by company and encrypted using secure https to the server
Test of QbTest ADHD Management System. Patient completes assessment . ptopp v pany ypl . € P
80 QbTest ADHD Management System . e . . Special Category|Ad hoc sent encrypted for report to be 22/09/2020|where it is processed, stored to the database
and identifialke data that is collected is gender and DOB R
Data generated and the report is generated. QbTest supports
two-factor-authentication.
) . BSW GP practices and Virgin Care complete the
SystmOne sharing for community and To proylde assurance \'/vhen data n?eds t'O be shared ll)etween comrlnumty Pers?nal & ' DSPT. Smartcard access. Audit trail available to
81 primary care and primary care providers for patient direct care. This agreement is Special Category|CCG wide Through the SystmOne system 22/09/2020| anable GP Practice to monitor access. Sharing
between Virgin Care, Medvivo and GWH Data agreement in place
B -
Named GP role and that of the Adult/Child Safeguarding Lead, to do the SW CCGs and all GP practlc?s cornplet‘e the
. . DSPT. Smartcard access. Audit trail available to
SCW CCG Named GP for Safeguardin following: Personal & Request for support submitted to enable GP Practice to monitor access. Nothin
82 8 8 - to support GP surgeries directly Special Category|CCG wide Named GP through SystmOne and 22/09/2020 ! ' ) ing

Agreement

- to liaise with the council
Full purpose included in processing agreement

Data

system is then accessed directly

will be saved to CCG restricted servers. There is
a Data Processing Agreement in place




Amplitude uses the Microsoft Azure data
centres which are 1S027001 certified. Azure
has two locations in the UK which are also used

Personal &
for back-ups.
83 Amplitude Im prove the PROMS process for trauma and orthopaedics Special Category|Approx 1200 Interface with PAS system 24/09/2020 . P . .
Data SSL certificates to be acquired for domains
Firewalls to allow access to Amplitude from
within the HSCN
¢ A separate DPIA has been approved for the
use of Microsoft Teams, Microsoft Dynamics
365 Remote Assist is an extension of Microsoft
Teams Functionality, and should be covered
under the MS teams security assessment.
Training system - using HoloLens virtual reality device. Training cohort Personal & Interface with MS Teams. User ¢ Data will only be viewed by participants
84 Dynamics 365/HoloLens view the feed and can interact with the device through MS Teams. Link Special Category|Ad hoc logs onto device and then logs 28/09/2020|invited to the Microsoft Teams meeting.
between the device and MS Teams is through Microsoft Remote Assist. Data onto their MS Teams account o Participants will have signed a confidentiality
agreement which defines the conditions under
which the video stream can be viewed and that
prevents recording of the video stream.
Identifiable data held at the Trust. Anonymised
SHarED — Subporting High Impact Users in Project Aim is to reduce ED attendances by HIUs involved in this project by|Personal & Identifiable data held at the Trust. 4 Pseud ised dataset stored b v
85 PP & Hig P 20% and to improve the experience of HIUs and ED staff in one year. Special Category|Approx. 20 Anonymised and Pseudonymised 03/06/2020 and Fseudonymised dataset s oreA 4
Emergency Departments WEAHSN. Data shared by NHS mail
Data dataset stored by WEAHSN.
Sysmex UK Ltd is installing a UF-5000 urine microscopy analyser in the All person-identifiable data is held on site -
microbiology laboratory (to replace the UF-1000i). Initially a verification personal & company access anonymised data only
rocess will take place comparing the data of ~500 samples (anonymised). Anonymised data is shared for
86 Sysmex Urine Analyser P P P Ag R ples { R v ) Special Category|500 samples y, 24/07/2020
Once completed the UF-5000 will be used for routine processing and the Data analysis purposes
UF-1000i will be decommissioned and removed. All PCs with patient data
will remain onsite
Recruitment agencies invite Recruitment team are invited as guests only
87 Odro Video conferencing system used by recruitment agencies Personal Recruitment Team  |members of the recruitment team 14/09/2020
to join online interviews
X . X "'200 billion dail R Trust data only. Full DPIA was not required.
- Cyber Security events gathered from various sources and put into user- Trust i Extracts to site help to score the v q
88 Bitsight I o . . events — 120 data ) o 29/09/2020
friendly platform. Trust scored on resilience information N Trust's resilience
sources
All data is encrypted, PC's are restricted by user
access as are networks, all PIl health data is
fully anonymised before being received. Only
. . L Personal & encrypted drives are used. Various link and
) 5 day demo of the Optos device. Patient clinical images are taken on a K Unknown - 5 day Images taken on a standalone o
89 Optos Trial . . Special Category| . ) . 15/10/2020(program restriction firewalls are used. At the
device and then reviewed on a PC. trial device which connects to a PC X
Data end of the demo we remove the hard drive
from the PC and leave all patient info and
images with the Trust.
Transfer method is encrypted, with data
leakage prevention built in. There is also an
Accessed via a portal, User must access lt<ey as art\ adddltlo:allc form o:’ se;:_urlty to
. File transfer site used by the Trust's external auditors. Site used when the |Trust enter the unique access key they Preven llmwan ec guests rom‘up oading
90 Mimecast o ] ) . Ad hoc . 23/10/2020|information. Each user upload is tracked to that
file size is too large to send by email. information were given before they can enter

the site

user. Access keys prevent unwanted users from
uploading information. KPMG staff access data
in the portal using unique log on details




Egress Secure Workspace allows you to stay productive and keep sensitive
data safe with an encrypted collaborative environment for sharing and

Trust

Accessed via a portal. User must
enter the unique access key they

® Egress host files in cloud storage accredited
to 1SO 27001 / 9001

¢ Anti-virus and MIME checks on all incoming
files, and then use AES-256 bit encryption to

91 E| Ad hoc . 23/10/2020 tect th ithi i t.
gress storing files. The site will primarily be used for sharing files securely when [information were given before they can enter /10/ pro ecA em within OLA” eT1V|roan-1en X
. . ¢ Multi-factor authentication available via SMS
they are too large to send by email the site . X X
pin or Google/Microsoft Authenticators
The solution will disseminate identifiable
NHS England has commissioned NHS Arden and GEM CSU (which is part of outputs only to NHS Digital who then aggregate
NHS England) to implement a National Immunisation Vaccination Service or summarise the data. Microsoft Azure host
(NIVS). personal & the data on
92 NIVS The imple_m_entation of this service will deliver a centralised data capture Special Category|Bulk data Upload to NHS Digital who share 27/10/2020 infrastru?ture. Mi_crosoft Azure operates at
tool for clinical Data the relevant data TIA942 Tier 3 equivalence and the
teams delivering the seasonal flu immunisation and is an essential datacentres are engineered to provide
component of NHS 99.999% availability. Standard Azure
England’s response to the COVID-19 pandemic. networking has
built-in DDoS protection.
. . . . Web portal uses HTTPS. Data held in the system
An online management portal through which patients whose consent is ) .
. . . will only be retained for as long as customer
required can be added singly or in bulk. . )
Personal & requires, data will be permanently and securely
di d of in i ith the EIDO P Policy.
93 EIDO Inform Digital & Home Consent Patients are sent a one-off link through which they access an information [Special Category|Ad hoc Online dashboard 06/11/2020 ISPOS,Q orinfiine W{ e‘ urge Folicy
. . Cloud infrastructure is provided by Amazon
article about their procedure. Data X A
. . Web Services (AWS). Encryption of data on
The patient can note down consent-related questions or concerns for )
. . . . platform and hosted within UK datacentres.
discussion with their consultant.
. . . . . Azure UK data centres (UK south and UK west):
DrDoctor is an on-line messaging system which allows for direct two-way
—_— . . . Azure meets ISO 27001, HIPAA, FedRAMP, SOC
communication between the Trust and its patients and staff. The digital "
. . 1 and SOC 2, as well as country-specific
platform supports the following functions: standards
1. Collection of digital assessments by patients with responses viewable ’
by clinicians Personal & 11/11/2020 Al E ssRoute (a virtual private cloud
. . . . . . X . zure Expre:
94 DrDoctor Communication Function 2. Patient portal which allows patients to view their assessments Special Category [Bulk data Online portal updated ,p p .
. . . . connection) to connect to the health and social
3. Provides a mechanism for the organisation to capture patient feedback [Data 29/11/2023 K
and imbrove services and experience care network (HSCN). Data Integration (HL7 and
P . . P ’ - . SQL SSIS) traffic flows through this route and is
4. Staff will be able to review and report on performance within their )
. L . also encrypted using forced TLS 1.2 (for data
departments and also receive organisational messaging through the ) . 3 )
integrations with hospitals)
system.
From December 2020, the EDDI product will enable NHS 111 providers to Access to the national EDDI system is
give patients a time slot to attend an emergency department, minor controlled via existing Smartcards that require
injuries unit or urgent treatment centre. the relevant EDDI positions to be added to the
Personal & users record.
NHS 111 First using Emergency Department
95 Digital Inte rationg(EDDI)g yoep The EDDI product is accessed via web browser and will show the patients’ |Special Category|Bulk data Web browser 20/11/2020|https://digital.nhs.uk/services/emergency-
g g information and the slot they are booked into. If the recipient Data department-digital-integration/transparency-
organisation is using TPP SystmOne with GP-Connect, the patient will statement-for-eddi-patients
automatically be booked into an available time slot.
iBabs uses 256-bits AES encryption.
Personal & As per meetin All iBabs processes and procedures comply
96 iBabs Trust Board Papers portal for sharing reports Special Category P e Online portal 26/11/2020|with 1SO 27001 and 1SO 27002 requirements,

Data

schedule

that ensure iBabs meets international
information security standards.




The Gloucestershire COVID Virtual Ward is a centralized model provided

Baywater will share the NHS numbers by
NHSmail. Baywater are IG Toolkit compliant
(2019/20). Provider contract between GCCG
and GDoc Ltd. GDoc Ltd are DSP toolkit

by GDoc and has been developed to support clinicians to monitor patients [Personal & compliant. GP Practice code will be used to sort
97 Covid Virtual Ward with confirmed or suspected COVID-19 who are not unwell enough to Special Category|Bulk data File transfer 09/12/2020|data for individual practices. Minimum amount
need admission to hospital, who can be admitted for monitoring for a 14 [Data of information will be transferred.
day period. An additional consent is requested from the
patient to share information for the purposes
of evaluation is obtained and document on the
patient’s notes.
Upgrade to the security settings on the Pro
version means it is acceptable for hosting
98 Zoom (Pro License) Video Conferencing App. (Trial was approved in July for Schwartz rounds.) Trust . Ad hoc Web browser 16/12/2020|meetings. These are limited where possible and
information will not be used for patient meetings
Basic version has been approved for use when
Personal & attenfjing meetingls due to j(he'improved '
99 Zoom (Basic) Video Conferencing App. (Approved for joining meetings, not hosting) Special Category|Ad hoc Downloaded client 16/12/2020 Secf‘"w features since the |n|t|é| assessment in
Data April/May 2020. The basic version should not
be used to host meetings.
Local TRiM policy and SOP created specifically
for this process. The security features includes
a document 'postbox' which is locked in a staff
Individuals may experience traumatic experiences while at work. The Personal & Stored locally in files and only area. Paperwork is transported on site is
100 TRiM Assessment Support Service . ) R . Special Category|Ad hoc . 18/12/2020 L
TRiM process is designed to support staff when this occurs. Data electronically opaque envelopes and filed in secure storage
compartments. Access to postbox key and files
is restricted to appropriate staff only
Survey responses will be anonymised. Patients
BaNES, Swindon and Wiltshire STP have commissioned SCW to develop a can opt out. Data held on UK datacentres. Data
tool to collect data to analyse how well share decision making is backed up and can be restored within 24 hours.
performed. This will be done via mobile app (SMS) and email (website). Sub-processors - Twilio: 15027001 compliant
BSW Older People's Programme: Shared L . R X X X N )
101 Decision Making measurement tool CllnnFaI teams will input contaclt mfor'matlon (moblle‘phorfe number or Personal Data Up to 1000 a month |SMS and email providing link to a 24/12/2020 and StoreTec Scanning and document .
CollaboRATE and IntegRATE email address) and contacts will receive SMS o!' emalIAasklng them to (across stp) survey management company: 1S027001 compliant.
contribute to a survey, including opt out/| decline options. Anonymous The site will be secured with SSL certificates to
paper surveys will also be shared to be imported into the tool. Aggregated protect data in transit — forcing HTTP to HTTPS
summary reports produced at organisation, clinic and clinician level. redirection across the site
The vaccination will be recorded in the Pinnacle
Outcome4Health system which will
In order to deliver the COVID vaccination within a PCN area, patients may automatically update the patients clincial
be contacted by a practice within the PCN that is not their registered record within their registered GP practice.
. practice to book their appointments for COVID vaccinations. The patients |Personal & Pinnacle Outcome4Health and TPP SystmOne
Primary Care Network (PCN) Mass X L ) . X . .
102 may also receive the COVID vaccinations at a practice within the PCN that |Special Category|Bulk data TPP SystmOne clinical system 14/12/2020|are securely connected using Message

Vaccinations

may not be their registered practice.
To enable this, there is a requirement for patient personal data to be
shared within the PCN.

Data

Exchange for Social Care and Health (MESH) via
the NHS HSCN to enable the transfer and flow
of patient information.

SystmOne System Security Asssessment
completed.




103

Digital Staff Passport

Allow clinicians quick movement of employees between NHS
organisations when transferring employment during the pandemic

Personal &
Special Category
Data

Ad hoc

Electronic system transfer - EST

05/01/2021

System hosted by Blackpool Teaching Hospital
(BTH) on Microsoft Azure which has 1ISO27001
certification and AES256bit encryption as
standard. A DPIA, processing agreement,
provacy notice and terms of use
reviewed/accepted as part of the IG pack

104

Child Protection-Information Sharing (CP-IS)

The Child Protection-Information Sharing (CP-IS) programme assists
information sharing between the local authority and health. CP-IS
identifies and safeguards unborn babies and children who are subject to a
local authority Child Protection Plan when attending unscheduled
healthcare settings across England.

Personal &
Special Category
Data

Bulk data

Via the Summary Care Record

24/12/2020

Accessed through the Summary Care Record
which is a smartcard enabled system with RBAC
and full audit controls. SCR is hosted by NHS
Digital on a secure platform.

105a

Vaccination Programme - NIVS (see 092)

DPIA for the flu vaccine

Personal &
Special Category
Data

Bulk data

Upload to NHS Digital who share
the relevant data

27/10/2020

The solution will disseminate identifiable
outputs only to NHS Digital who then aggregate
or summarise the data. Microsoft Azure host
the data on

infrastructure. Microsoft Azure operates at
TIA942 Tier 3 equivalence and the

datacentres are engineered to provide
99.999% availability. Standard Azure
networking has

built-in DDoS protection.

105 b

Vaccination Programme - NIMS

DPIA for the Covid vaccine

Personal &
Special Category
Data

Bulk data

Upload to NHS Digital who share
the relevant data

01/05/2020

Anonymised and/or pseudonymised data will
be used for cohort monitoring and update
purposes.

The solution uses de-identified data in all areas
where identified data is not required. In
particular the cohort selection, planning and
reporting functions work with de-identified
data only. Two Azure data centres, namely, UK
South and UK West. Microsoft Azure operates
at TIA942 Tier 3 equivalence and the
datacentres are engineered to provide 99.999%
availability.

105¢

Vaccination Programme - Flu Survey

DPIA for a staff survey to plan for the flu vaccine

Personal &
Special Category
Data

Bulk data

Survey link to staff only

01/08/2020

All information is securely stored in our SOC 2-
accredited data centres, which adhere to
security and technical best practices. Data is
transmitted over a secure HTTPS connection
and user logins are protected via TLS. Data at
rest is encrypted.

105d

Vaccination Programme - Covid Survey

DPIA for a staff survey to plan for the covid vaccine

Personal &
Special Category
Data

Bulk data

Survey link to staff only

01/10/2020

All information is securely stored in our SOC 2-
accredited data centres, which adhere to
security and technical best practices. Data is
transmitted over a secure HTTPS connection
and user logins are protected via TLS. Data at
rest is encrypted.

105 e

Vaccination Programme - Asymptomatic
Testing Survey

DPIA for a staff survey for staff volunteering for the asymptomatic testing

Personal &
Special Category
Data

Bulk data

Survey link to staff only

01/11/2020

All information is securely stored in our SOC 2-
accredited data centres, which adhere to
security and technical best practices. Data is
transmitted over a secure HTTPS connection
and user logins are protected via TLS. Data at
rest is encrypted.




105f

Vaccination Programme - NBS

DPIA for the national booking service

Personal &
Special Category
Data

Bulk data

Upload to NHS Digital who share
the relevant data

21/12/2020

Protection of data in transit and at rest
(encryption). User data transiting networks is
adequately protected against tampering and
eavesdropping. ¢ Asset protection and
resilience. User data, and the assets storing or
processing it, is protected against physical
tampering, loss, damage, or seizure. ®
Separation between users. A malicious or
compromised user of the service should not be
able to affect the service or data of another.
The data will be processed and stored in the
United Kingdom by NHS Digital and ACF
Technologies UK Ltd who supply the booking
engine. All NHS Digital data held within NBS is
within the UK jurisdiction as it is hosted in the
Microsoft Azure cloud within the UK

105 g

Vaccination Programme - Flu Track

DPIA for the system to log flu vaccines

Personal &
Special Category
Data

Bulk data

Portal upload

15/12/2020

Information is only accessible by Trust system
administrators who are identified by the Trust
and given specific login access to staff data.
Data is stored on a google cloud server based in
the UK which is ISO 27001 compliant. Access is
restricted by job role. The Trust will approve
who has

administrator access.

Staff using the system to book their vaccination
appointment login in by

verifying their email address and setting their
own password

Quantum Health Solutions has no access to the
data on FluTrack

unless expressly approved by the Trust Exec
lead

105 h

Vaccination Programme - Covid Track

DPIA for the system to log Covid vaccines

Personal &
Special Category
Data

Bulk data

Portal upload

15/12/2020

Stored on AWS cloud server from the
commencement date of the contract and for 1
year until the end of the contract. Information
is only accessible by Trust system
administrators who are identified by the Trust
and given specific login access to staff data.
Data is stored on an AWS cloud server based in
the UK which is 1ISO 27001 compliant.




1SO27001 certified and cyber essentials plus.
PharmOutcomes/Outcomes4Health/
OcularOutcomes uses transparent data at rest
encryption to aes-128-ctr standard (this is the
recommended encryption method for
MariaDB), all data is transmitted within a

Personal & private vLAN and over a VPN.
105i |Vaccination Programme - Pinnacle DPIA for the hosting system to log Covid vaccines Special Category|Bulk data Portal upload 15/12/2020|External connections to
Data PharmOutcomes/Outcomes4Health/
OcularOutcomes are encrypted using standard
https protocol, and we only accept TLSv1.2 and
TLSv1.3.
Backups are stored on an encrypted disk and
are GPG encrypted before being stored offsite.
Existing system. New test pseudonymised test
Personal & patients. Test data to be checked to ensure that
106 Careflow (Medway Upgrade) Upgrade to the Trust's existing EPR system Special Category|Bulk data Data already shared. 01/02/2021(shuffle is sufficient
Data Data will be reshuffled if the data is identifiable
L . " . SERCO staff are trained to use CCTV systems.
CCTVis in operation across the Trust for security and protection of Viewed or copied to tape and The netowrk location is separate to Trust
107 GWH CCTV - New cameras individuals and property and will capture recordings of people including |Personal data  |One month cycle 08/02/2021 .
patients, staff and visitors - additional cameras near BTC collected systems and the control room is securely
protected.
¢ All TMC reporters work in TMC’s RIS and
PACS, they never have access to any Trust
systems.
o All prior reports and images are visible in the
TMC RIS/PACS in a mirror image of what is
available to them. If a radiologist needs another
previous, the click on it and it pulls into our
-, - Teleradiology services to Great Western Hospital, Royal United Hospital Pers?nal & . PACS.
108 Telemedicine Clinic X . o . Special Category|5-10 per night IPSec tunnel 09/02/2021 )
Bath and Salisbury Hospital. This is for overnight emergency repo0072 Data * Regular audits are conducted to ensure no
PID is stored outside the TMC RIS and PACS.
o All data in transit is encrypted using IPSEC
tunnel and/or AES256, the industry standard
encryption algorithm.
* TMC is ISO 27001 certified and will be ISO
27701 certified by the end of Q1 2021.
Covid Oximetry @home (CO@h) Programme is to detect earlier Personal & Equipment provided in home and check-in
109 COVID Oximetry @home deterioration in the community of COVID diagnosed cases and enable Special Category|Bulk data Self-test and check-in service 09/02/2021(service to gain results
more timely treatment, through patient self-monitoring Data
. . organisations that are in scope of the notice are
Virtual ward of patients over 65 who will perform Oximetry at home. This Personal & System to track patients on virtual legally required, under section 259(5) of the
110 Covid Virtual Ward L . ) Special Category|Bulk data ward. Self-test and check-in 09/02/2021 o )
is in collaboration with RUH Bath and SFT. Data service Act, to provide the data in the form and
manner specified
HMRC have now requested a ‘live’ worked example of our Partial License held by HMRC. Named person to
Exemption Special Method. Unfortunately the files are too large to send  |Confidential _ o extract the uploaded data. Link only open for
111 |HMRC data transfer via email, therefore HMRC have proposed that we upload our filestoa  |information One off Online sharing site 25/02/20214g hours. Only shared with named person,

Dropbox. - One off agreement to transfer

from an authorised HMRC account.




The aim of this project is to allow a secure app on all devices of a certain
specification which allows clinicians to take photos of patients and have
them immediately stored off the device in a secure storage area. The
image is not stored on the device.

Personal &

A password reset is required in accordance with
Trust Policy. After 5 mins of non-activity the
app will hibernate encrypting any data. Any
incomplete Jobs remaining on the device after
72 hours are auto-deleted.

No local copy in the app on the phone. The
metadata is encrypted using strong

112 Waba app Special Category|Ad hoc MIMs — existing Trust system 25/02/2021 o
- . . authentication (AES-256) that uses hash
This will ensure that when the Medical Illustrations team are not Data K o
. . ) . X algorithm to protect data whilst in
available, clinical photos can still be taken of patients in a secure manner. o . .
. - . . . transmission. Every new file (demographics
It will also allow clinicians to send images to a patient record for review by R k
L . L metadata and images) generated via the
other clinicians via the Clinical Portal. R 3 A .
application is salted with a unique key that is
generated just for the user for that session of
use (max life of a session is 12 hours).
See 026 for details. New printers require card
GWH int | Allowi int by basis to b personal & access before the print job is released. Some
s - Allowing printers on a case-by-case basis to be .
113 Safe Haven Batch Printing N Internal proces gP i . ¥ o Special Category|Bulk data Print outs 10/12/2020 o P . . .
designated as a safe haven machine will allow critical batch printing Data batch printing is required which cannot be
done using card access.
The data is sent over a TLS-encrypted
connection and is deleted by eConsult after
eConsult asks questions about symptoms or existing condition. After being delivered to the practice. eConsult
filling in some details to verify the patient’s identity, eConsult triage is Personal & regularly undertake vulnerability scans and
114 eConsult (Primary Care Only) sent to the GP practice, so that they can help. In having this information  [Special Category [Bulk data Portal 08/03/2021|penetration tests, our servers are accessible to
up front, the practice can then decide on the best course of action to Data key administrators only, via a VPN, SSH key and
manage symptoms and condition multi-factor authentication. TLS 1.2 on the
patient-facing website, AES encryption at rest.
TLS 1.2 over HSCN
CliniSys’ 1SO 27001:2013 standards, all CliniSys
staff receive annual training and awareness on
information security and data protection with
training records updated and maintained
The South 4 Pathology Partnership is one of 29 pathology networks Personal & . accordingly. Each NHS Trust in the South 4
- . . . h . . - K Remote access connection to
115 South 4 LIMs Pathology Partnership nationwide established in 2018 as a means of improving efficiency and Special Category|Bulk data shared Winpath systems 08/03/2021|Pathology Partnership is required by law to
removing unwarranted variation in pathology services. Data P 4 comply with patient confidentiality and data
protection standards. Each Trust has an
Information Governance team and Caldicott
Guardian to ensure use of data is lawful.
See 040 and 065. To evaluate the performance of the Brainomix suite of Anonymised data only. Data will be stored
tools in its fi tion to facilitate the int tati f i i i Al ised ithi i i i
116 Brainomix Evaluation - OAHSN oo‘s ini s‘ unction to facilitate the interpreta |c.m oAlr‘n?glng‘ scansAln nonymise Bulk data Secure upload 30/03/2021 within the Oxford Unl\{er5|ty Hospitals (OUH) IT
patients with suspected acute stroke and to assist clinicians in making data system, and as such will be protected by the

decisions for reperfusion therapies

OUH physical & cybersecurity arrangements.




117

Patient Status Engine - Isansys

The PSE is a new kind of scalable medical system combining sensors,
networks and data analytics that expands outward from the patient:
sPatient area network or Bedside system (also called the Isansys Patient
Digitisation Engine)

sHospital network

*But-of-hospital network

Personal &
Special Category
Data

Ad hoc

Sensors connecting to portal via
bluetooth

31/03/2021

Using encryption and standard internet security
protocols. The data in the Lifeguard server
database remains anonymised as it is not
associated with an actual patient name or
identifier, only a random identifier. The
association of this random identifier with the
actual patient is a look up table type function
which happens in a secure location in the
hospital IT system in accordance with local
requirements.

If a device was removed, or subject to a man-in-
the-middle attack, the offending device would
not be able to authenticate itself and all data
transmission will be halted and an alert can be
raised. Every message must be acknowledged
using handshaking.

117a

Patient Status Engine - Isansys (UK Cloud
interface update)

Confirmation that user ID only should be stored in the Cloud

As above

As above

As above

23/06/2022

As above

118

Preventx

Digital Provision of Sexually Transmitted Infection Screening (SH.UK)

Personal &
Special Category

Ad hoc

Preventx Clinical Portal hosted on
our Microsoft Azure

01/04/2021

hosting partner is Node4 who has HSCN Stage
Two Compliance 1ISO27001 accreditation.

119

Cinapsis

BSW CCG are commissioning Cinapsis for implementation across BSW.
Cinapsis is a first of type communications platform that enables local
hospitals to provide their specialist’s advice to local GPs offering both a
synchronous (telephone) and asynchronous (e-mail/messaging) A&G
platform

Personal &
Special Category
Data

Bulk data

Desktop website and mobile app
(10S & Android) platforms

07/04/2021

Hicom utilises Redcentric to provide HSCN
connectivity, Redcentric are one of the core
providers selected by the NHS to provide
backbone technology and services to the HSCN
network. The physical connectivity is provided
by BT & Virgin (diverse providers). Hicom are
1SO 9001:2015 Quality Management System
(FS33136) and ISO/IEC 27001:2013 Information
Security Management System certified (IS
535638).

The third party providers have no access to the
application, all physical devices i.e.
firewalls/servers (excl. router) are managed by
Hicom and no other parties have access, all
external connections to the application utilise
encryption.

120

Diabetes - parent befriending support
network

Diabetes - parent befriending support network for parents of children
newly diagnosed with type 1 diabetes.

Personal &
Special Category
Data

Ad hoc

Email

07/04/2021

An information form detailing the service, roles
of parent befrienders and their remit will be
sent out to potential parents. This sheet also
details how data is processed and stored.
Parents are required to tick the consent and opt|
in boxes on the application form confirming
they have read & understood the information
form, are happy to opt-in to the service,
understand how their data will be processed
and stored and to confirm that they are happy
for their name and contact details to be shared
with matched parents.

Only the necessary details will be collected and
stored to enable service activities e.g. name,
email address and telephone number of
parents




The Trust is exploring a mass messaging service for incident messaging

data is hosted in UK based Tier 4 data centres.
Hosting environment is accredited to 1SO9001,
1S027001, 1S027017, 1SO27018, SOC1/SSAE
16/ISAE 3402 and PCI DSS Level 1. The browser

121 Alert Cascade e.g. contacting all consultants or register nurses during major or critical Personal data  [Bulk data Text and/or email details 07/04/2021|connection is SSL protected with certificates
incidents routinely rotated and TLS 1.2 the minimum
supported standard. Access is permission
based
Same rules apply as MS Teams meeting. E.g.
See 056 for MS Teams. This is an additional feature where selected license [Personal & i only senfi |nV|tel tothose }/vho need to attend.
122 MS Teams Audio Conferencing holders can allow an ausio conference feature for people to dial in to Special Category|Bulk data Teleph?ng number shared via 07/04/2021 D_O not dISCUSS‘ |na_ppropr|a_te content. D_o.not
meetings from a phoneline Data Teams invite discuss excesAswe information. Use a waiting
room as applicable.
Usernames and passwords for each user. The
data will be segregated so departmental leads
TRAC system for staff recruitment, all personnel records have been stored |Personal & can ?nIY see mformatlon{ relatl{ng to the' i
123 Scanning — personnel files as electronic records. The HR Team would like all staff personnel files to  |Special Category|5500 approx TRAC system 08/04/2021 applications for the role in their a‘rea. Files will
X . then be sent to NHS BA for scanning. The
be stored electronically so that paper records are not required Data K R
records can then be viewed via the TRAC
system (see DPIA 063 for details)
Within N365, data is encrypted at rest and in
transit, using several strong encryption
protocols, and technologies that include
Transport Layer Security/Secure Sockets Layer
NHS organisations in England can access the most up to date Microsoft Personal & Network settings and ;I;jS/AS(jS\I;:nI:etZr::zr:;itg;osl;:;;rrl;y(ﬂ::)eC),
124 N365 365 product suite in a new agreement set out by NHS Digital and NHSX.  |Special Category|Bulk data configuration 12/04/2021 :
This will be known as N365 Data o . .
The NHSmail Live Service is accredited to the
NHS secure email standard and is compliant
with 15027001 and a number of security
standards.
The details used when registering (email,
password and full name) are used to login to
vCreate is a secure video messaging service for hospital units to securely |Personal & the system to verify the user and access the
125 vCreate produce and deliver video/photo updates for families when they are Special Category|Ad hoc Secure dedicated URL 12/04/2021|correct videos/photos. Once the patient is
unable to be at the unit with their relative. Used in Maternity Data discharged from the unit, the data record is
permanently deleted. HTTPS, TLS 1.2+ only.
Within UK
Secure Microsoft Azure platform. DP
: . : Personal & registration. DSPT compliance. Cyber Essentials
126 National Waiting List Data Set (NECS) l—r:cg\r,zg\:,aari:ir:ge|i05ft‘?-/:5rtl;z:ii)’:_rov'de oversight to Special Category|Bulk data Secure Data Upload to Azure 12/04/2021|pjys Accredited. Datasets encrypted and sent
Data over encrypted channels.
Stored on Trust servers, stored in accordance
To scan medical records at the point of attending a planned outpatient Personal & CCube scanning system (to be ‘;’v:;[c‘t:: igsa'z::z::slol\g:aog::ees:zrf::de (:Le
127 EDRMS — Scanning Project appointment. Going forward the patient would only have a digital record [Special Category|120,000 approx 05/05/2021 i ’ !

and the historical paper record would be destroyed.

Data

viewed through Medway)

records are uploaded into the Trust’s EDRMS
via a secure FTPs.
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Integrated Care Record (ICR)

Expansion of BaNES ICR to Swindon and Wiltshire.

Personal &
Special Category
Data

900,000 approx.

Data feeds from source
organisation system into
Graphnet

20/08/2020

The supplier has completed the Data Security
and Protection Toolkit self-assessment, which
indicates that

they have met the mandatory standards and
reflects that the supplier has met the necessary
requirements

under the GDPR. This is based on latest
submission published on 31st March 2020.
Graphnet also have 1S027001 and Cyber
Essentials accreditations. Role based access will
be implemented and linked to user accounts in
their business systems. supplier utilises the
Microsoft Azure cloud computing platform (UK
Based) which meets a broad set

of international and industry-specific
compliance standards, such as ISO/IEC
27001/27002:2013.

128 a

ICR Population Health Management

Development of BaNES, Swindon and Wiltshire Population Health
Management system. Part of the ICS

As above

As above

As above

20/08/2020

As above

129

Head and Neck Cancer Follow-Up Care Closer
to Home : Evaluation of new pathway

SCW CSU are undertaking an independent evaluation on behalf of Thames
Valley Cancer Alliance, part of NHSE SE Region. This is to support decision
making on the future of the pilot pathway for local follow up of patients
with Head and Neck Cancer.

Pseudonymised
data

Bulk data

Via the DSCRO to ensure
pseudonymisation. Anonymised
data shared by email

14/05/2021

The MDT clinic data that has been collected by
a local patient administration system will be
pseudonymised by DSCRO before access is
granted to analysts at SCW.

SUS data will be accessed by analysts at SCW
for the purpose described.

Outcome data sets will be anonymised and sent
via an encrypted email to a SCW email address,
with the data being password protected.
Patient survey data has been aggregated and
will be sent via encrypted email to a SCW email
address

129a

TVCA - Join the conversation tool

Platform ro support the Head and Neck Follow Up: The online
engagement platform is called EngagementHQ and enables the user
(stakeholders can include the public, staff, patients and organisations) to
engage in a way that suits them in a secure online environment.

Pseudonymised
data

Bulk data

Online platform

17/05/2021

Access to the engagement platform’s database
of personal member information is limited to
key SCW

personnel that are fully trained as
administrators in maintaining the system. The
system has role based access controls with
unique usernames and one-way password
encryption. It is hosted on

Amazon Web Services (AWS) infrastructure
within the UK and uses proprietary mitigation
techniques

providing significant protection against
traditional security issues such as Distributed
Denial of Service

(DDoS) Attacks, Man in the Middle (MITM)
Attacks, IP Spoofing, Port Scanning, etc




TV Video calling and well-being support solution for Great Western

Personal &

30 patients in initial

Cloud upload of data and video

Completed by the user and sent via secure
emailKraydel use industry standard 256 bit AES
encryption to enhance security of electronic
data transmissionsData is read by the Kraydel

130 Kraydel Hospitals NHS Foundation Trust (GWH). Video system set up on patient's |Special Categor 17/05/2021
v P ( ) 4 ponp P sory cohort stream 105/ Hub and sent to the Kraydel Cloud using MQTT.
TV at home Data .
No data is stored on the Kraydel Hub. Kraydel
completes DSPT and has 1ISO27001
Permissions can be set so users have read
Collaboration sites would allow for quick and easy sharing of data P & access or write access (‘editor’)
ersona
bet t d ext | partners. This i ially i tant wh
131 Google docs © V\{een eams and external partners. This Is especially |mp?r antwhere Special Category|Ad hoc Cloud platform 02/06/2021 o
multiple teams need to work on the same document (removing Dat Two factor authentication can be turned on
ata
duplicates) and where the documents are too large to share by email. (not default)
personal & 1SO 27001 certified. CIMA and UK Cloud and
132 CIMAR A cIirTicaI tool C/A\RI-HEARTAto measure inflammation around coronary Special Category|Ad hoc Web portal 03/06/2021 AWS all have Cyber Essentials Plus ccrec{itation.
arteries to predict future risk. Data UK based cloud hosted. Encrypted data in
transit and at rest.
Data to be restricted to just BSW registered
133 Waiting List Data BSW CCGFE have requetsted a one:off copy of National Waiting List MDS,  [Pseudonymised Bulk data Via the DSCBO FO ensure 04/06/2021 patients. DSlCRO to be use(':l t ensure that data is
culled to just BSW-registered patients data pseudonymisation pseudonymised before being received
personal & UK datacentre on AWS cloud host. No specific
i i ili health data i d. Itis just f tients to b
134 Digibete Web bas_ed portal and pgtlept h'eld phone gpp that will facilitate Special Category|Ad hoc Web portal and phone app 10/06/2021 'ea ata is use IS]LIS{ or patien S,O e
communications to paediatric diabetes patients and help them Dat given access to general advice about their
manage their diabetes ata condition
Held on secure servers, there are individual
logins for staff with two fact thentication.
trial the cloud based smart remote monitoring (RM) solution. More Personal & |0g”|1,s,t0,r sDa' with two tac Orii e; cation
135 Implicity efficient workflows, quicker times to detection for patients and improving |Special Category|Ad hoc Cloud platform 18/06/2021 mplity’s !scovery agrleemen as been
. checked against the ICO’s recommended SCCs
patient care. Data R} )
and has been confirmed as compliant.
The Medisoft application will be out of life and unsupported within the Al daté to be held on Trust servers located on‘
i ) Personal & GWH site. All data to be held on Trust servers in
- next couple of years. MediSIGHT will be hosted on a newer, updated K . . R
136 MediSight . . ) Special Category [Bulk data Entered directly onto system 21/06/2021|physically secure locations.
server platform and offers improved performance, functionality and user X .
. Data Access to system requires valid user logon and
experience.
password.
Individuals may experience traumatic experiences while at work. The Personal & TRIM (Hospital) SOP created to ensure there is
137 TRiIM Assessment Support Service TRIiM process is designed to support staff when this occurs. Previous Special Category|Ad hoc Local systems 04/06/2021|a robust and secure method of collecting,
assessment for ED (See DPIA 100), this is for rest of hospital Data transferring and storing the data
In all cases, Patient-ldentifiable Data (PID) is
R is onl
ED Streaming is a kiosk-based service, provided as a web application by Personal & storedlln a secure'da‘ta‘base an<?| s only
. . . X R . . accessible by key individuals with the
138 ED Streaming NHS Digital for use by patients who arrive at hospital Emergency Special Category [Ad hoc Kiosk 28/06/2021 ) R L
appropriate rights within the programme team.
Departments (EDs) Data )
All data is created, encrypted at rest and held
within the UK.
Anonymised videos captured after taking
Anonymised Video camera and editied to ; i
139 Educational Surgical Videos Educational Surgical Videos to support clinicians data ymi Ad hoc e;sure orivacy ll 07/07/2021|consent from patient and surgeons performing

operation




Project to get patient engagement and involvement in the work we do at

Personal &

Blank form sent to member with opportunities
to engage advertised

Member completes the form and diversity
information (if they want to)

Form emailed back

140 Patient engagement questionnaires Special Category|Ad hoc Email 06/07/2021
the trust Data Form data split and saved separately so
diversity information not with personal data of
member
Saved on T drive
The information is stored on a secure database.
MASH part illh 21
This agreement records the details of information sharing arrangements th r:_ar :erslm. av;e E aver Wt
within Swindon MASH partners including Children Social Care, Swindon personal & :: ’\:25';3 |ont Ofm andhave access only to
141 Swindon and Wiltshire Multi Agency CCG, Police Professionals, Education, Turning Point, Adult Social Care, Special Cat Adh Portal 07/07/2021 € contact.
ecial Categor: oc ortal access
Safeguarding Hub (MASH) Housing, IMPACT. It is required for the purpose of identifying and P sory X i
o R , R Data The .pnn (police) and .gov (Local Authority) and
assessing risks to children and young people’s wellbeing and safety and i
. ) . .nhs domains are all secure and have
provision of services as appropriate. R )
automated Encryption to ensure secure email
for sensitive data.
Pseudonymised LFT tool by NHS mail (egress) and
142 Theatre Project Diagnostic project with Getinge in relation to theatre performance. data One off transfer LFT tool by NHS mail (egress) 15/07/2021 pseudonymised data
Data held in Trust systems in secure. Limited
An ad-hoc 3rd party non-emergency transport provider. Personal & data shared with v ider. All staff trained. 1CO
143 Patient Transport Service They will be transporting patients home (this will be an ad hoc contract Special Category|Ad hoc Telephone booking 20/07/2021 a ?S ared wl ) prOYI ?r' stait trained.
. . registered. Confidentiality agreements to be
for when our demand outweighs our contacted capacity). Data
used. Staff DBS checked.
continually anonymise data and move it from
our operational zone to anonymous zone.
Delete six years after the last appointment date
Personal data 29/07/2021 -|all iated patient d deleted f
144 Little journey app To make children more at ease when visiting the hospital for a procedure One patient at a time[Entered by user 107/ allassocla ,e patient records are e‘e edirom
only updated Aug 2023|our operational database. Data restricted to
patient age and user registration details. UK
based secure Azure public cloud hosting
The data will be stored in password-protected
CSV format. Optum store all data encrypted at
rest and in transit. In transit Optum use TLS 1.2.
Data will be stored within Optum’s Health and
Social Care Network (HSCN), hosted on
Microsoft Azure. A single back up for each
Population Health Management approach of data driven planning and e)ftre?ct file will be stored in a separate location
. A . within the HSCN.
delivery of care, support and services can be appropriately targeted to Personal & Extracted from warehouse and
145 PHM Wave 3 improve system residents’ physical and mental health outcomes and Special Category [Bulk data 30/07/2021

overall wellbeing, whilst reducing health inequalities within and across
the ICS.

Data

pseudonymised

Whilst in the CCG warehouse data is held in the
CCG secure SQL Server Database in on premise
data centre with back up held at Swindon LA.
Azure AD & SQL Data warehouse permissions
assigned to Active Directory Groups and
Amazon Web Services security credentials
control. These will be used to control access to
named and trained analysts.




Remote monitoring of patients under treatment with CPAP and/or Non-

Personal &

5,500 patients / 3

Sent automatically from patient's

See ICO's website for further details

146 ResMed (AirView) CPAP System invasive ventilation SDF::;:IaI Category staff members CPAP machine to the data centre 04/08/2021
NHS Digital gives authorisation to Ultromics to
connect to the HSCN. The service will provide
remote HSCN access to EchoGo (held in Azure)
EchoGo is a collection of cloud-based artificial intelligence services to by use of Cisco Any Connect.
support cardiac imaging diagnosis. EchoGo Pro provides a rapid Personal & Access is clontrc?lled by firewalls. o
) analysis indicating whether a patient’s Stress Echocardiogram (echo) X Azure datacentre and HSCN * The service will host the pseudonymisation
147 Uttromics (EchoGo) regions of interest are consistent with significant coronary artery Special Category Bulk data network link 05/08/2021software (Compass)
Data ; ; :
disease, or not. EchoGo Core is used for quantification of commonly * The service will provide temporary storage of
measured echocardiographic parameters. the original echoes and temporary storage of
the
pseudonymised echoes for 14 days.
All processing is located in the UK
, o ' ' ' . personal & Secure acce5§ tAoAsystems. First Option
148 Severe Mental lllness and Learning Disability Flrsj( Opt|0r1 Healthcare to provide support to‘prlméry (fa?re to treat Special Category |Bulk data Access to SystmOne and Docman 12/08/2021 HelaIicare clinicians are réglstéred nurses and
Physical Health Checks patients with Severe Mental Iliness and Learning Disability Data existing processes and policies in place to
control the use of patient personal data.
Hicom utilises Redcentric to provide HSCN
connectivity, Redcentric are one of the core
providers selected by the NHS to provide
backbone technology and services to the HSCN
network. The physical connectivity is provided
(See 119) The aim of this project is to implement a new system for by BT & Virgin (diverse providers). Hicom are
telephone and written advice & guidance between specialist services in personal & 1SO 9001:2015 Quality Management System
149 Cinapsis - GP Telephone Advice & Guidance [the hopsital and GP surgeries. Cinapsis enables GPs to make direct calls to Special Category|Bulk data Phone call or message in a web 17/08/2021 (FS33136) and ISO/IEC 27001:2013 Information
System the specialist service, via the app or through dialling a number, to reach Data browser Security Management System certified (IS
the service directly. The services are then able to access an activity 535638).
dashboard for their service to monitor how this service is performing The third party providers have no access to the
application, all physical devices i.e.
firewalls/servers (excl. router) are managed by
Hicom and no other parties have access, all
external connections to the application utilise
encryption.
Personal & i ) Link created in Whereby and then sent securely
150 Whereby DrDoctor video consultation platform provider Special Category|Bulk data Vl,deo I|n'k created and shared 17/08/2021|%° patient using the DrDoctor system (see DPIA
Data with patient 20, 70 and 94)
Any recordings will be stored on trust servers.
HMT-1 Realwear device to broadcast procedures over the hospital Wi-Fi  |Personal & g‘ozcecz;i?;]z:cv:t;;;?e:ce:g;:y’\:jgig;iint
151 HMT-1 Realwear and MS Team:s for training purposes (i.e. to allow students/trainees to see |Special Category|Ad hoc Wifi and MS Teams 20/08/2021| . | |
. . with restricted user access. Broadcast will be
what the operator is doing) Data . e
via MS teams to specific individuals.
Physical security; staff-vetting; appropriate
cyber-security measures (Restore is accredited
) Personal & ) ) with Cyber Essentials Plus). Files will be stored
152 Restore The Procurement team has tendered for the off-site storage contract and Special Category|Bulk data Logging and booking system 27/08/2021 in secure warehouses (UK-based and managed

has chosen Restore as the preferred supplier.

Data

online. Transported on vans

by Restore)
Files will be retained in accordance with the
Records Management Code of Practice 2021




Datix Risk Management system to be used for risks, complaints, litigation

Personal &

Accessed via web browsers through a log in
that is integrated with GWH'’s active directory.
Authentication is the first line of defence and
this is managed through the CyberArk platform
as a cloud connector also known as an IDaa$
provider. GWH will point a “profile” of users to
this system that can then gain access to the

153 Datix . Special Category|Bulk data Portal accessible on Trust network 03/09/2021
and others. Note, FOI not included system.
Data
Once in the system the administration and set
up will dictate what the user can or cannot do
through security roles and profiles all the way
down to the individual user.
Accessed via web browsers through a log in
that is integrated with GWH’s active directory.
Authentication is the first line of defence and
this is managed through the CyberArk platform
as a cloud connector also known as an IDaaS
Personal & provider. GWH will point a “profile” of users to
Datix Risk M t system to b d for risks, laints, litigati ) . i i
153a Datix atixRis anagemen syé €m to be used for risks, complaints, fitigation Special Category|Bulk data Portal accessible on Trust network 29/09/2024 this system that can then gain access to the
and others. Note, FOI not included system.
Data
Once in the system the administration and set
up will dictate what the user can or cannot do
through security roles and profiles all the way
down to the individual user.
Personal & AWS server security will apply to Datix going
153b  |Datix As above, except server change from Redcentric to AWS Special Category|Bulk data Portal accessible on Trust network 21/03/2025(forward
Data
. ) - Extraction from 5 terminals only and
Following the pathology department’s decision to move to another Temperatures supervised/checked to ensure no excessive
154 Monitherm provider, they have asked Monitherm Ltd to provide a medium and onl P 5 terminals Extracted to portable USB device 14/09/2021 d f tak
. . ; ata taken
provide the service, to archive the accumulated data for all departments Y
Personal & Extraction of staff data from ESR to ensure
Vaccination Track (Quantum Health Solutions|To log and book staff flu and covid vaccinations. CCG purchased system uality controls. Verification of identity when
155 (@ g N P Y Special Category|Bulk data Portal available on website 20/09/2021 q ¥ ) . ¥ .
(QHS)) for use in ICS and IG led by SFT Data first logon. Website has security controls and is
only kept for 1 year.
Cloud subscription h th d and
Electronic device which acts like a paper book where notes can be ou ?u scription ,as not been approved an
R o . Personal & so no risk of data being leaked/accessed
R written/drawn and then converted to PDF. The cloud subscription option . . . , o
156 ReMarkable device ) ) . . Special Category [Ad hoc USB cable to Trust device 23/09/2021|electronically. Device has a keycode similar to a
is not being taken and all data transfer will be via a USB cable to a Trust . .
. Data phone and data is transferred via USB cable.
device
A discrete list of users will be granted access,
those being the Deloitte External Audit team
undertaking the external audit, and the
Annual external audit of the Trusts annual report and financial Personal & X . individuals as determined by GWH who are key
. . . . ) . K Deloitte Connect tool (Microsoft S . 3
157 Deloitte Connect tool statements. Information required to be shared for this is the information [Special Category|Ad hoc 06/10/2021]to providing information for the audit.

used as the basis for the report and financial statements.

Data

Azure)

Microsoft Azure - Complies with a number of
internationally recognized data security
standards, including ISO/IEC 27001, 27018, and
27701,




Trial: The mymhealth team are looking to incorporate Silvercloud a stress
management online tool as an opt-in for patients using myheart. They are

Personal &

Amazon Web Services — located in the UK.
Limited to 200 patients. No data shall be
retained longer than it is necessary for the
purpose for which the personal data was
collected for.

Data shall be returned to Customer or

158 SilverCloud offering this to a maximum of 200 patients and reviewing the impact on  [Special Category [Bulk data Amazon Web Services 07/10/2021 ] X
. . ) Customer Client as the case may be in a
anxiety/depression scores. Dependent on the outcomes then Silvercloud |Data ) o
. . suitable format and destroyed using industry
may look to collaborate with myheart nationally. X
standard mechanisms.
Non-identifiable aggregate and anonymous
Usage Data may be retained indefinitely by the
Supplier.
Extraction of staff data from ESR to ensure
- . USE THIS VERSION: To log and book staff flu and covid vaccinations. CCG  [Personal & quality controls. Verification of identity when
Vaccination Track (Quantum Health Solutions A K ) . X A
159 (QHS)) purchased system for use in ICS and |G led by SFT (note: DPIA 155 was an [Special Category [Bulk data Portal available on website 08/10/2021|first logon. Complex passwords required.
interim DPIA) Data Website has security controls and is only kept
for 1 year.
NHS Standard Contract Schedule 6 — Processing
Contract between the Trust and 18WS.
18 Week Support provides insourcing solutions to the NHS. Insourcing Compaby will use the Truf.t patient health
) . L ) Personal & . . record system and 18WS internal governance
provides NHS Trusts with expert clinical teams to work in departments . On site access to patients and .
160 18 Week Support (18WS) . ) . . X Special Category|Ad hoc 12/10/2021|system for quality and performance data.
when there is spare capacity, typically weekends, whilst working closely network access to systems X
. . Data Protected as per the Trust security
with Trust in-house teams. . . -
infrastructure, technical and organisational
controls in place e.g. RBACs to system and
auditing.
See DPIA 78
Roster system is permission based and requires
Bank staff vaccination status to be saved on roster system (see DPIA 078) [Personal & unique usernames and complex passwords to
161 Temporary Staffing Vaccination Status as a 'skill'. This | to prevent unvaccinated staff booking shifts on wards Special Category|Bulk data Extract from QHS to Allocate 12/10/2021|enter. The permission groups allow roster
which require fully vaccinated staff. Data managers to only see data within their
department.
Data collected from the patients with consent.
Where sharing required, This includes the use
Personal & of secure cloud-based servers, firewalls, virus
Music th forth ffected by life-limiting ill , isolati On site, data collected f ’ ’
162 Nordoff Robbins di;:tl)(i:lit erapy for those attected by fite-limiting fliness, isolation or Special Category|Ad hoc antiselnets ata coflected irom 12/10/2021[and malware protection, secure socket layer
¥ Data P (SSL) encryption and secure file transfer
protocol for our work with third parties.
Personal & No additional risks - see DPIA 128
163 End of Life Care (Graphnet) Use of data reporting from Graphnet shared system - see DPIA 128 Special Category|Bulk data Graphnet - see DPIA 128 15/10/2021
Data
Implementation of the Personal Health Record application linked to the The supplier has completed the Data Security
BSW Integrated Care Record. To expand ICR and establish patient Personal & and Protection Toolkit self-assessment.
164 myCareCentric maternity app (Graphnet) involvement more directly in their own care in order to support delivery  [Special Category [Bulk data Graphnet - see DPIA 128 15/10/2021|Graphnet also have 1ISO27001 and Cyber

of safe and effective care. This DPIA covers the initial use with Maternity
services in BSW.

Data

Essentials accreditations - see DPIA 128




Aidence products detect and analyse potential lung abnormalities and
provide these for review to the physician (e.g. second or concurrent

Personal &

1. Software on Trust network

1SO27001 certified. Implementation of strict
organisational controls (e.g training, regular
reviews of information security, and
segregation of duties);

Implementation of strict password controls
(e.g. password management systems);
Strict pseudonymisation and anonymisation
controls;

165 Aidence (Lung Volumetry) reader tools). The aimed benefits of the use of these products is to Special Category|Ad hoc 2. Transfer of DICOM image to 22/10/2021| . L
. : . . K . Strict encryption policies for both the transport
improve diagnostic accuracy, support consistent outputs and improve Data Aidence servers (Netherlands) -
- and storage of data, utilising the latest cyphers
efficiency. )
available;
Automation of security systems, to ensure it is
enabled by default;
Active monitoring and review of production
systems to ensure the processes defined are
implemented
Personal & Lantum are I1SO27001 and Cyber essentials
Flexibl | of f i that GPs and other staff
166 GP Flexible Pool exible pooto resogrf:e Aor prlrnary care sotha S and other stait can Special Category|Ad hoc Lantum system 29/10/2021|certified. Automated vulnerability scanning and
move and support clinics in region more freely. . R
Data threat modelling. Change control audits.
LatchAid platform hosted by Amazon Web
Services. P | details and identificati
LatchAid is the world’s first breastfeeding support app. Its features erwce's ersonal detatls 'an \dentitication
. . R R . R . data will be collected on first use of the app.
include interactive 3D animations demonstrating different breastfeeding |Personal & LatchAid only retai | data f |
id only retains person ras lon,
167 LatchAid Itd techniques, virtual breastfeeding support groups, intelligent and Special Category|Ad hoc User enters details on app 09/11/2021 ate Lt eheni ,S &
. , R . X . as long as reasonably necessary. LatchAid
personalised support that’s available 24/7, interactive expert webinars, Data i
. encrypts all data and employs testing
and breastfeeding FAQs. )
procedures, and in house experts
to maintain security
Feedback sent by Trust. No patient identifiable
data will be held by Network. No patient
identifiable data will be transferred. Any | f
o i i i i Online data collection for the Staff ‘dentt 'a, € data will be transterre X Ny loss 0
The overall aim is to improve the quality of care of people with a learning - anonymised data would not result in harm to
National Learning Disability Improvement disability in acute, mental health Personal & Survey and Organisational Level individual, since th ‘tb
3 . . ny individual, sin n
168 & | yimp X . ¥ o R . o Special Category|Bulk data data collection. 16/11/2021 'a Y L ua s‘ cetheyca €
Standards Benchmarking inpatient facilities and community hospitals. The project is being Data patient Survey will be identified. Data is protected by NHSBN’s
undertaken in England. L yA Network and Data Security Policy. This includes
administered via paper forms. X
that all NHSBN staff are Data Protection
trained.
Data will remain in the system — PISA/Wiltshire
Information Sharing Charter (WiSC) signed.
To provide healthcare specialist nurses working as part of the Multi personal & Login / password and RBAC to be issued by IT
Agency Safeguarding Hub (MASH) direct access to GP SystmOne instances . . P M for Swindon BC. Role-
169 MASH Access to GP SystmOne sency & s ( ) v X Special Category [Ad hoc Direct access to SystmOne 16/11/2021 rogramme Nianager OT windon o€
to evaluate whether harm has come or may come to a child where a Data based access - system will only allow access to
referral to the MASH has been made patients registered at the relevant GP practices.
Full audit trail is available in the system.
Microsoft D365 / Azure and CRM 4. No
personal identifiable data transfer outside the
The HaH In-Touch Connected Patient App is a mobile application that is UK/E_U' data security contrc_)ls to encrypt data |_n
art of HaH digital transformation project. It is designed to enhance our Personal & transitand at rest. All datais encrypted when in
170 Healthcare at Home (HaH) patient app P 8 project 8 Special Category|Ad hoc User enters details on app 18/11/2021(transit and at rest. All APIs are secured behind

patient experience and journey and to enable our patients to make the
most of their medicine

Data

the APIM gateway, which ensures user specific
access to the APIs using the OAUTH2
authentication standard.




To establish a National Obesity Register for use as an in clinic patient

Personal &

Anonymised data will be made available to
selected and vetted researchers. System users
with specific elevated privileges will be able to

171 National Obesity Register management tool to ease the collection of patient data for the multi Special Category|Bulk data Portal (hosted by Hicom) 01/12/2021|review the audit function within the

disciplinary team as well we providing a research tool Data application. Remote access is via an SSL
encrypted VPN. certified with ISO 27001 and
Cyber Essentials
All users subject to Controllers’ compliance
requirements including annual Data Security
training.

To improve the resilience of the existing Eclipse solution in the Swindon personal & Encrypted transmissions of data.

172 Eclipse prescribing solution across BSW area and then ru!l oult use of EcIlpsg to Practl‘ces' in Bath anc? Northl East Special Category |Bulk data Graphnet - Existing system 02/12/2021 Systelm security perimeters (local firewalls and
Somerset and Wiltshire. Also enabling case finding by Practices using Data physical access controls). System role-based
pseudonymised data access controls (RBAC).

Acceptable use message(s).PSL are certified for
1S09001, 14001 and 27001 — verified with
certification body.

personal & A sef:ure Tealms group will be usTed to hold the

173 BSW CCG Calling Patients (Vaccines) Comm|§5|on|ng team support to call 1000 housebound patients this week Special Category |Bulk data MS Teams 03/12/2021 PID mflormatlon ?ncf the team will work off an

re vaccines Data excel file store within the secure teams group.
See DPIA 56
RiViewer is only ever used to display de-
identified research data. RiViewer stages the
RiViewer is a research application designed to allow vendor neutral, PACS- Anonymised (S\t/l;j;e:;;::g:ii:ir::hz i{ec;cyuarles\ljlrrr?;ls’\(?lzzr!ne
174 RiViewer less viewing and interaction with medical images in a remote, Ad hoc Dcm4cChe DICOM library 06/12/2021(; .
X L ) . R data infrastructure and automatically streams the
collaborative manner, providing centralised reporting and image storage X R
images over an SSL encrypted connection.
Usernames and passwords.
175a Mandated Vaccination Database (NIVs Staff database to record staff vaccination status. This is to support the Database stored on local Trust Local fle stored on secure Trust network. See
extract) X X o X X DPIA 1053, 105b and 159 for more information
Mandated Vaccination Database (NIMs legal requirement to ensure that patient-facing staff (including non- Personal & netw'ork. Populated from uploads, on individual national systems where data
175b clinical support roles) are double vaccinated in line with new law coming . queries and extracts from the . .
extract) X i R Special Category|Bulk data - 17/12/2021|currently held. Extracts will be available to
into force in April 2022. NIVs, NIMs and VaccinationTrack . R .
. K . . _ Data X limited staff and will have restricted access
175¢ Mandated Vaccination Database Note: new starters will be asked this question about vaccination status at systems. New starters will be based on role. File cannot be accessed without
(VaccinationTrack extract) pre-employment check stage added manually. username and password to Trust network.
Expansion of BSW ICR programme to include data directly recorded. This See DPIA 128
Integrated Care Record — Direct data is in essence an additional ‘module’ of the system linked to the core Personal &

176 recording integrated care record. Data recorded will initially be forms such as Special Category|Bulk data Graphnet - Existing system 21/12/2021
Comprehensive Geriatric Assessment (CGA) and End of Life (EOL) Data
information.

Anonymised data stored and analysed.
Information from other providers is extracted

177 Workforce Power Bl Reporting Workforce data across the ICS will be used and analysed Anonymised Bulk data Power Bl upload and analysis 24/12/2021 from_ pUbI_Ic _Sources so no risk tc_’ privacy or

data confidentiality. Small numbers likely only to

impact more senior roles and these are public
roles already.




Specialist Services Electronic Reporting

Paper based reporting is no longer the system of choice and Sp-ICE

Personal &

All Sp-ICE data is stored within secure NHSBT
data centres and as such, there is no
requirement for encryption however all Sp-ICE
traffic (Including Test) is encrypted.

The system restricts access - Access to view
patient and result records will be controlled by

178 provides an electronic solution to improve test turnaround times, remove |Special Category|Bulk data Existing system - ICE 05/01/2022 R o ] e
System (Sp-ICE) L location-based permissions as defined within
the need to re-key data and reduce transcription error. Data N K N
the information governance documentation.
NHSBT will audit the system — this includes
being able to generate user access reports
Personal & Existing CCTV systems which are See DPIAs 008, 013, 022, 066, 107
179 CCTV DPIA Annual Review Annual review of CCTV portfolio Special Category|Bulk data & ) v 07/01/2022
accessed in control room
Data
Interface staff log onto systmOne via Smartcard
Interface staff view data required to complete
agreed tasks
Data processed and stored in SystmOne and/or
Support the PCN. The service aims to support the practice with COPD Personal & local notes completed
180 Interface - Prevalence patients annual review and can help ease the burden with regards to Special Category|12 per day Telephone consultations 07/01/2022|Data checked with clinician at end of each day
managing patients with long term conditions. Data Local data held by Interface staff de-identified
after maximum of 10 days and deleted after
one year
181a  |R&l Database - REDCap To capFure and analyse statistical data in research / qualiative data Pseunonymised Bulk data Data is hosted on-site 20/01/2022 Anonymised data stored and analysed
analysis data
T t d | tatistical data i h liative dat: P ised Al ised data stored and lysed
181b  |R&I Database - Stata o cap. ure and analyse statistical data in research / qualiative data seunonymised o oo Data is hosted on-site 20/01/2022 nonymised data stored and analyse
analysis data
181c  |R&d Database - NVivo To capFure and analyse statistical data in research / qualiative data Pseunonymised Bulk data Data is hosted on-site 20/01/2022 Anonymised data stored and analysed
analysis data
To collect and store references to support academic arguments a System does not capture personal data
181d  |EndNote (for R&l use) - o PP g n/s None n/a 20/01/2022 4 P P
bibliographic library
Bookings for translation/linguistic services via
LE-LSM, telephone or email undertaken as and
) Contractor to provide translation and interpretation services to the BSW Secure portal and communication when required. No data sharing of patient
182 Language Empire NHS Trusts. Personal data  [Ad hoc directly with translator 27/01/2022|;\formation with LE. Secure portal, 15027001
accredited servers, encrypted files, and secure
email.
See DPIAs 008, 013, 022, 066, 107, 179. New
Personal & Connected to existing CCTV camera units will be added to current camera
1 additional camera in ED OBS and 19 proposed cameras in new UTC
183 New CCTV cameras (ED OBS, UTC) Buildin prop Special Category|Bulk data systems which are accessed in 27/01/2022|units deployed around the site. Data
s Data control room transferred to a hard drive in the security office
See DPIAs 008, 013, 022, 066, 107, 179. New
" X . . . Personal & Connected to existing CCTV camera units will be added to current camera
. 1 additional unit (4no cameras) in ED corridor to monitor staff entrance K . . ) )
183a |New CCTV cameras (ED corridor) Special Category|Bulk data systems which are accessed in 22/05/2022|units deployed around the site. Data

which is used for OOH patients booked to ED

Data

control room

transferred to a hard drive in the security office




Patient Safety Partners (PSP) is a new national initiative to involve the

Recruitment of PSP follows

See DPIA for recruitment and employment
process.

public in compliance and monitoring of safety issues within the NHS, Personal & 2individuals. They |standard Trac and HR process (see - L .
. - ) . . . . R PSP signs confidentiality agreement. 2.BSP will
184 Patient Safety Partners providing challenge to ensure learning and change and being actively Special Category|will have ad hoc DPIA 063). PSP access pt data in 28/01/2022 .
. . . . . have access to some systems and drives
involved in the design of safer health care at all levels across the Data access to pt data meetings, reading reports, ) ) R i
- . directly. The patient systems will have audit
organisation. possible computer access ) X .
trails. The access will be permission-based.
185 PFI Helpdesk App The Trust is rolling out a PFl Helpdesk App Fhat enabI?s anyone within the Forporat? Ad hoc Images and description uploaded 01/02/2022 Login/password Yia their NHSmail account. No
Trust to report non-urgent Estates and Maintenance jobs to the Serco information to app personal or special category data should be
Secure remote access. Data will not leave the
clients environment. Data will continue to be
2 captured via the client’s EPR/PAS (electronic
P . . - .
186 c Modul Extension of current arrangement for analysis of cancer modules by Real Sersc_mlac X Bulk dat R " 03/02/2022 patient report/patient administrative system)
ancer Module ecial Category(Bulk data emote access - .
World Health (Formerly Draper & Dash) DP sory and fed into your EDW (electronic data
ata warehouse). Data Transfer — All data will
remain on the client’s
environment/infrastructure/domain
The aim of the BSW Long Covid Community Rehabilitation Service is to SOPs issued for clinicians and patients in order
provide assessment, signposting and short-term rehabilitation to adult Personal & 6 per grou to protect their privacy. See MS Teams DPIA for
187 Healthy Futures (MS Teams) patients in BSW who are experiencing new and long-lasting symptoms of |Special Category 6;4 zr er;r (max) MS Teams 07/02/2022|more info on system security
the Covid 19 infection which are significantly impacting how they are able |Data pery
to function in day-to-day life.
Bl ier Theatres deli ffecti d integrated theat t, [P | & i i-virus i
188 BlueSpier Theatre System uespl(?r eatres de! |\(ers effective and integrated theatre managemen ers&?na Bulk data New system, links to Careflow 11/02/2022 Bluespier have anti-virus installed on all IT
resourcing and scheduling for the theatres department. Special Category assets.
The Diabetes E-Passport cloud based system is
a secure system. HCP's can access the central
area of the system, however can only find a
Personal & patient profile for editing if they are aware of
189 Diabetes ePassport The Diabfete$ E-Passport lis a physical PVC card that contains a near-field Special Category| 100 cards Portal accessed by a QR code on a 16/02/2022 the patier?ts ANam‘e and DOB or NHS number.
communication (NFC) chip and QR code Data card Each profile is unique to that patient and
patients are only able to access their own
profile. When a Diabetes E Passport is
physically scanned then the profile is available
to be viewed only.
Data Processing Agreement in place. Data
Si rt for P t Smokers (Totall Ch, f li d system for th that weii t t iled. Limited t dd d ord
190 u'ppo or Pregnant Smokers (Totally ange of supplier and system for the vapes that we issue to pregnan personal data | Bulk data Personal data emailed to supplier 18/02/2022 ema{ ed. Limited to name, address an orA er
Wicked) smokers details so the company can send the required
consumables
There are RBAC controls in place at TP Health.
Temporary contract to support Occupational Health (March ‘22 for the Personal & Referral to TP Health or shared There is an ability to audit access to the
191 TP Health porary PP P Special Category|Ad hoc directly with TP Health by staff 23/02/2022|information. UK - cloud based - Microsoft
EMQs and Feb 22 for OH Management Referals)
Data member Azure. Secure portal access to TP Health
Teamplay Receivers pseudonymise data
according to the selected privacy profile before
upload in the teamplay Platform. Virtual server.
. . . . . teamplay receiver software, is installed on
The teamplay Receiver supports storage of images utilizing the DICOM Pseudonymised Software is installed on hardware
192 Teamplay Receiver play IVer supp g 'mages utilizing Y ymi Bulk data wareist W 23/02/2022|hardware on the Trust’s network and

“Storage Service Class” and the retrieval of images from DICOM Archives

data

on the Trust’s network

establishes communication between hospital
systems and the secure teamplay servers over
standard HTTPS encrypted connection.




193

Radiotherapy

A new radiotherapy centre is being built at GWH to prevent long journeys
for cancer patients. The site will be run by OUH and a referral will take
place as normal.

Personal &
Special Category
Data

Bulk data

Referral to OUH. OUH access the
GWH systems

23/02/2022

GWH systems used, with the OUH clinicians
given access. The OUH clinician will be on an
honorary contract. Equipment used will be
OUH devices and will be the responsibility of
OUH.

194

Colon Capsule Endoscopy (Medtronic)

Miniature cameras which patients can swallow to get checked for bowel
cancer, is now being piloted. We are one of four NHS Trusts in the south
west to pilot this new technology.

Personal &
Special Category
Data

Ad hoc

Camera connect to the PC to view
the recording

25/02/2022

Data is held on the receiver device while the pill
is in transit ( up to 24hrs ). The receiver device
is then uploaded to a PC in GWH and then
transferred to the T: drive. The software to
download the images is currently only on very
limited amount of PC’s/laptops and this can
only be accessed by password protected
usernames

195

Outreach Clinic Whatsapp Usage

Allows vulnerable patients to safely communicate with their contact
within the Trust. These patients would be otherwise unable to
communicate.

Personal &
Special Category
Data

Ad hoc

Whatsapp

01/03/2022

Each staff member has their own device, with
their own unique Whatsapp account. The
device has a screen lock and requires a
passcode to unlock the device. Whatsapp is not
used as a primary method of communication. It
is used when the patient may struggle with
other methods or not have credit to use other
paid services such as phone calls and texts. The
identity of the patient is well known before
Whatsapp is used.

196

Ultromics EchoGo Core

Upgrade to existing hardware. EchoGo Core connects directy to PACS and
uses Al learning to analyse best image

Personal &
Special Category
Data

Ad hoc

Direct connection with PACs

07/03/2022

See DPIA 147. NHS Digital gives authorisation
to Ultromics to connect to the HSCN. The
service will provide remote HSCN access to
EchoGo (held in Azure) by use of Cisco Any
Connect.

Access is controlled by firewalls.

¢ The service will host the pseudonymisation
software (Compass)

* The service will provide temporary storage of
the original echoes and temporary storage of
the

pseudonymised echoes for 14 days.

All processing is located in the UK

197

ICE OpenNet

ICE OpenNet allows separate ICE systems to communicate using web
services. Users can view patients results located on other ICE systems
alongside results from this Trust. This will allow staffs at all Trusts to see
each other’s patient results. NBT, GWH, UHB, OUH, RUH Bath

Personal &
Special Category
Data

Bulk

Direct connection with ICE

31/03/2022

Usual ICE logon restrictions and access
protocols in place. There are no high risk
factors and the data sharing is minimised by
agreeing appropriate search parameters to
ensure patient match.

Access to Trust system has been formalised by
completing the third party access protocols.
GHT has drafted a DSA for two- way sharing.

198

Swindon and Wiltshire Multi Agency
Safeguarding Hub (MASH)

To provide an integrated work space to support adults with care and
support needs who are at risk of abuse or neglect (see DPIA 141).
Registered safeguarding nurses to have access to Careflow and EDRMS

Personal &
Special Category
Data

Ad hoc

Direct access to Careflow and
EDRMS

01/04/2022

Unique logons provided to MASH nurse. Nurse
is regsistered with NMC. Nurses sign
confidentiality agreement. Organisations sign
sharing agreement. Careflow and EDRMS
access on Trust network and accessed through
secure remote logon.




CVRM Medicines Optimisation Review

The Practice has requested an independent third party, Interface Clinical
Services Ltd (Interface), to carry out a clinical review service for them.

Personal &

Direct connection to SystmOne

Interface complete a DSPT assessment.
Interface pharmacists access and review data
directly in the Practice clinical system using a
user name and password provided by the

199 Special Category|Bulk 08/04/2022
Service 4.2Bharmacists carry out a clinical review of patients and present GPs DZta sory (remote access) 104/ organisation and their own NHS Smartcard. The
with a list of recommendations. searches are restricted to the data that is
required to deliver a specific service.
Personal & Partner organisations have procured DrDoctor
Partner organisations have procured DrDoctor as the main provider in Email and text message allows th i ider i i DPIA 20, 70,
200 DrDoctor (BSW contract) X g P . P Special Category|Bulk 8 08/04/2022 as the main providerin re‘gl‘on (see e
region (see DPIA 20, 70, 94 and 150 for GWH-specific data) Data access to a portal 94 and 150 for GWH-specific data)
The availability of virtual unit tours for all units in the South West would Images of empty corridors and rooms taken to
201 Neonatal Unit Virtual tours support families who are preparing to physically enter a unit for the first [Non PID images [N/A Accessed via app and website 12/04/2022show patients what to expect when they attend
time in a safe and sensitive way.
All clinical data, patient management,
assessment, outcomes, imaging, and reporting
will be stored within the electronic patient
record in Spectra Lung and in Sectra PACS,
2 which is hosted securely by InHealth within a
Persona . .
. Identify patients high-risk for lung cancer and invite for a physical nurse- ) data centre on the HSCN. All data in transit, and
202 TLHC Screenin Special Category|Bulk PACs transfer 19/04/2022 - . i
6 led lung health consultation, followed by a CT scan if appropriate. Dp oy 104/ at rest, will be encrypted. A Checkpoint Unified
ata Threat Management (UTM) firewall appliance is
in place which protects all network boundaries.
InHealth personnel all complete the mandatory
NHS Data Security Awareness Training.
Personal & As above
Identify patients high-risk for lung cancer and invite for a physical nurse-
202a |TLHC Screening (Primary Care) yp 8 ) 8 R P y. Special Category|Bulk SystmOne Transfer 23/06/2022
led lung health consultation, followed by a CT scan if appropriate. Data
Data pseudonymised. Consultant name shared
To accelerate waiting list reductions and deliver sustainable elective with dataset. Four Eyes Insight Portal (Hosted
recovery, Great Western NHS Foundation Trust need to increase the in Azure UK). Encrypted in Azure. Upload and
203 FourEyes Theatres Project visibility of performance across all its elective theatres. Project to launch |Personal data  |Bulk Portal upload to FEI 21/04/2022|access is via usernames and passwords. They
and embed FEI’s Elective Theatre Performance & Forecasting software to have a data protection registration and also
help the Trust meet its elective surgical recovery targets. completed the DSPT.
; ) . . . As above
Theatres Demand and Capacity Modelling Project. Create and disseminate
203a |FourEyes Theatres Project a sustainable capacity model for the admitted pathway to support the Personal data Bulk Portal upload to FEI 03/05/2022
business planning process for the 2022/23 financial year
. . . As above
Endoscopy Demand and Capacity Modelling Project. Create and
203b  |FourEyes Endoscopy Project disseminate a sustainable capacity model for the admitted pathway to Personal data Bulk Portal upload to FEI 12/05/2023
support the business planning process for the 2023/24 financial year
Personal & FEI to sign up to confidentality agreements
Update - 11/08/23 - Four Eyes request for read-only access to CareFlow to
203b  |FourEyes Endoscopy Project P 108/ vesred v Special Category|Bulk Via CareFlow 11/08/2023

assist the Endoscopy Team to manage the wait list

Data




‘Version 2.5’ is the redesign of the current MyPreOp programme. The

Personal &

Data will be stored and processed on servers
based in the European Economic Area, which
are under the Code of Practice for Protecting
Person Identifiable Information (PIl) in Public
Clouds, I1SO-27018 and are ISO-27001

204 Ultramed MyPreOp programme is in a phase of restructure and design. The underlying Special Category|Bulk Existing system 04/05/2022 K R
database is being migrated from non-sql to sql Data compliant. Data is gncryp.ted by ou_r clout_i
platform before being written to disk, using
256-bit AES encryption; ensuring that data ‘at
rest’ is always encrypted to industry standards.
There is an enhancement available for the MyPreOP system that Personal & As per DPIA 204
204a  |Ultramed MyPreOp Upgrade automatically contacts patients and updates them about their care and Special Category|Bulk Existing system 30/01/2025
provides reminders to patients. Data
205 Occulus VR Headsets Palliative Care Tgam has purchased 4 x Oclulus Quest 2 VR gaming N/A N/A No da-ta shared. Virtual reality 13/05/2022 No data used or shared
headsets to provide VR therapy for GWH in-patients experience
See DPIAs 008, 013, 022, 066, 107, 179, 183.
New CCTV Cameras (SWICC, Decant, New CCTV cameras for the purposes of preventing and detecting crime, Pers?nal & Connected t'o existing CCTV . New camera units will be added to c‘urrent
206 . Special Category|Bulk data systems which are accessed in 17/05/2022|camera units deployed around the site. Data
Commonhead) safety and security o ) .
Data control room transferred to a hard drive in the security office
Civica are certified under 15027001 as having
put technical and organisational policies and
procedures in place to protect personal data
from loss, misuse, alteration or destruction.
InfoFlex is an existing system at GWH since 2012 (approx.). Civica have  [Personal & Access to personal data is limited only to those
207 Civica Infoflex (Colposcopy System) acquired Chameleon Information Management Services Ltd and are now [Special Category [Bulk data No change 17/05/2022|Who need to access it and those individuals are
the owners of InfoFlex. Data required to maintain the confidentiality of such
information. Where necessary, Civica apply
encryption and anonymisation techniques in
efforts to further protect personal data
Charging station where patients and visitors can buy battery packs for Payment details entered onto E:Itc? sthSuer:IJ;ebsatfz:mntAIcstic\;)illyeg;et: ibsysjho:je:nd
208 Joos Charging Station their mobile devices. GWH host the machine but it is owned and operated |Personal data Individual purchaser . 19/05/2022| . N )
by Joos. machine with the Trust to provide payment for hosting
the machine.
Held on existing GWH systems and then a
Form introduced in line with national Serco policies to handover relevant |Personal & paper form completed. Serco to file the form in
209 Security Handover Forms and non-excessive details of patients that need security intervention to Special Category|Case by case Physical form 27/05/2022|a secure room with lockable drawers/cabinets.

keep themselves or other safe.

Data

The form could be scanned and stored in
restricted folders.
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Medical Examiners (ME) programme

The Medical Examiners (ME) Programme is a national statutory
programme to review all deaths. The programme is funded and run by
NHS England. Medical examiners are senior medical doctors who are
contracted on a sessional basis to undertake ME duties, outside of their
usual clinical duties.

Personal &
Special Category
Data

Case by case

SystmOne

30/05/2022

MEs will directly access the records of the
individual for which a notification of death was
received using the SystmOne clinical system
already established at their Trust with user
access controlled by NHS Smartcards. This will
be done using a fully encrypted Trust device
with a secure VPN to the Trust’s network. The
analysis of case notes provides the information
to review the care and complete the MCCD
accordingly.

SystmOne provide an audit trail of access and
an audit could be undertaken at regular
intervals to check the access of records against
the records of notifications of death; this can
be correlated through a patient’s NHS number.
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NCIP Portal

For use by consultants, NCIP portal provides access to individual’s
outcomes data and unit-level data across eight surgical specialities. This
will increase to 20 surgical specialties by the end of 2023/24.

Personal &
Special Category
Data

Bulk data

Portal

07/06/2022

sBccess will only be provided once the NHSI
NCIP portal sub-licence is in place, and the ESR
service request has been submitted by the
Trust and enacted by NHS BSA.

sBonsultant details are validated with the
specialty Clinical Lead at the designated trust
prior to a portal invitation being issued to the
consultant.
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New CCTV Cameras (Gravel car park)

New CCTV cameras for the purposes of preventing and detecting crime

Personal &
Special Category
Data

Bulk data

Connected to existing CCTV
systems which are accessed in
control room

09/06/2022

See DPIAs 008, 013, 022, 066, 107, 179, 183,
206. New camera units will be added to current
camera units deployed around the site. Data
transferred to a hard drive in the security office
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Funded Hepatology Assistant

Hepatology Assistant Position funded by pharmaceutical company. Role
will provide patient care as per standard employment conditions. Trust
will provide quarterly service updates to company.

Anonymised
data

Quarterly report

Email

16/06/2022

Person is an employee with usual
responsibilites and accountability. Quarterly
reports are service level only and will contain
no patient data.
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ICCA System

Philips ICCA system encompasses both ICU and HDU beds within the ICU
Footprint, electronically document the patient’s workflow and care within
Intensive Care and HDU.

Personal &
Special Category
Data

Bulk data

Integrated system (HL7)

16/06/2022

Users can access ICCA using their Active
Directory username and password. The system
is administrated by the ICU team who have a
system administrator. ICCA has a number of
roles, so users can only access permissions for
their role e.g. Nursing, Pharmacist, Physician,
Physio & MDT etc.

The system has inbuilt parameters to validate
some data being enterered. All patient
demographics and identifiable data is
interfaced with patient record which is held in
Careflow (Main GWH PAS system)

215

Nudge

An NHS website that allows Trust users to report Hard FM faults to the
helpdesk in the Great Western PFI project.

Anonymised
data

Ad hoc

Website portal

08/07/2022

AWS server managed by NHS BSA. The data will
be stored electronically for to allow reporting
to be carried out on the number of faults
reported etc. Current year plus 1 previous year
(2 years max).




All community staff will be provided with a lone working device which is

Personal &

The portal is hosted within a load balanced
environment. The physical servers have dual
power supplies connected to Essential & Non-
Essential to ensure service continuity. Backups
are taken on a daily basis with Point in Time

216 People Safe specific to them, to help keep them safe during home or community visits ;Z::Ial Category | Bulk data GPS and portal 08/07/2022 recovery in place. As part of our Server
Hardening procedure all hardware within the
business is reviewed and updated in
accordance with our 15027001 Certification

. , Personal & See Graphnet ICR DPIAs (128 and 163)
217 EoL care Graphnet Access gfﬁisi:;:‘the PCN ICR ‘Dashboard’ feature requested by three named Special Category|Bulk data Existing system - ICR 18/07/2022
Data
On the Trust’s Data Warehouse, System C
Careflow PAS system and when processed by
SimpleCode it will be hosted in the Azure Cloud
personal & in Englis'h based data centres.
218 SimpleCode SimpleCode is an encoder software package for Clinical Coding Special Category|Bulk data Integrated into Carelow 20/07/2022 There will be no change to the length of storage
Data for the Trust’s Data warehouse system and on
Careflow — for SimpleCode, the data will be
held for the duration of the contract, or until
GWH request deletion - whichever is the
sooner.
Website is HTTPS. LGFB Privacy Policy: “We
ensure that there are appropriate technical
LGFB run services for cancer patients. These will be hosted at GWH and controls in place designed to protect your
. . . Personal & personal information. For example, our data
219 Look Good Feel Better (LGFB) patients can bo,ok themse!ves onto the S?SSIOHS on the LGFB Swm(Aicm Special Category|Ad hoc Website portal 28/07/2022|and hardware are housed either in a secure
portal. GWH will book patients onto sessions where they have no internet
- Data data centre, which is accessed via encrypted
accessibility.
network connections for protection, or securely
in the cloud and encrypted both in transit and
at rest.
Password controlled access, with varying levels
of access allowed to meet each defined role.
Scheduled audits and reviews in accord with
UNISOFT the current Endoscopy Management System (EMS) is at end of  [Personal & GWH and JAG policies. Unique usernames and
220 Medilogik life and is being replace by Medilogik, which will add a patient booking Special Category [Bulk data Integrated into Carelow 29/07/2022|Password protected
module Data Website is Https. Retained in accordance with
Records Management Code of Practice 2021
Password controlled access, with varying levels
of access allowed to meet each defined role.
Medilogik EMS to be used to share patient data between numerous Scheduled audits ér?d revu?ws in accord with
Trusts. The EMS books endoscopy appointments, captures images and Personal & GWH and JAG policies. Unique usernames and
220a |Medilogik Special Category|Bulk data Integrated into Carelow 14/11/2024|Password protected

reports from each procedure and provides statistical reports on
Endoscopy activity.

Data

Website is Https. Retained in accordance with
Records Management Code of Practice 2021

Purpose-Based Access Control mechanism.
Data will be transferred from trust source
systems to the Trust Foundry instance via a
Foundry “Data Connector”. This module can




Personal &

connect directly to internet-accessible source

221 IECCPP Integrated Elective Care Coordination for Patients Special Category|Bulk data Portal upload 02/08/2022|Systems, or sit securely inside the trust network
Data and transfer data back up to Foundry via
encrypted outbound HTTPS requests. Each NHS
Trust will have their own individual, isolated
instance of the Foundry platform.
UK Azure cloud system. The Trust shall provide
: g for itself and maintain its connection to the
Referral management electronic data system for specialised neuro- Personal & HSCN/N3 network with firewall configuration
222 BadgerNet rehabilitation which will allow for effective management of the referral Special Category|Bulk data Cloud hosted system 05/08/2022 ) X
. i for all its users to access the national
processes to units within the South West Data
BadgerNet HSCN/N3 Server address
Provides additional support to patients who have recently been diagnosed Personal & Website is HTTPS: and collects minimum
223 Here For You R Special Category|Ad hoc Online referral form 12/08/2022|information. Consent is sought from the
with breast cancer ;
Data patient.
Move to X-on telephone system, a cloud based system which intergrates |Personal & UK based. Full DTAC assessment completed.
224 Prescription Ordering Direct (POD) with the TPP system currently used by the service. This is for Primary Care |Special Category|Bulk data Cloud hosted system 17/08/2022
Network Data
Pseudonymised in the system for reporting
purposes. Staff that have the heightened access
Personal & rights (approved by Caldicott Guardian) will be
225 Telstra Health UK — InFocus+. Data analysis of In-patient and OPD activity. Special Category|Bulk data Upload to SQL database 24/08/2022| 4pe to re-identify patients as required. Data is
Data destroyed using Blancco file eraser. 1S027001
accredited. RBAC model in place.
Cyber Essentials Plus. Data limited to that
entered by locum user - this may include name,
address, personal e-mail address, NHS.net
226 LocumsNest Digital shift-matching and e-rostering for locum staff Personal Data Bulk data Portal 26/08/2022 email address,'ph'one number, GMC num?er,
personal description and photograph, login and
password details. It may also include current
employment information
NHS to NHS provider transfers. Each
Personal & organisation is bound by the same standards
227 UHS Pathology Contract Contract with UHS for Outsourced Diagnostic Testing Services Special Category|Bulk data Post and NHSmail 30/08/2022|and complete a Data Security and Protection
Data Toolkit annually. Slides sent in post and not
retained by UHS.
A server created by the Trust’s IT Dept and
‘ ‘ . . o personal & o electronic records provided by Clevermed and
228 CTG Centralised Monitoring Implemethat}o'n of centralised cardiotocographic (CTG) monitoring for Special Category |Bulk data Existing system - PAS and 30/08/2022 their software Badgernet. Three points of(
pregnant individuals Data Badgernet personal information are to be checked with
the patient prior starting the monitoring.
Personal & Only NHS number held by linkage system. See
229 NHS App PEP NHS App to display appointment data Special Category|Bulk data Link to DrDoctor system 07/09/2022(DPIAs 020, 074, 094, 150 and 200 for DrDoctor
Data security
Data is shared between the ICB and the
Vaccination Teams only. Excel spreadsheets
230 |Autumn Covid Vaccination Programme Programme to offer Covid vaccines to patients at risk or vulnerable :s;sc?ar:a(llagzegory Bulk data Data extract of relevant GP data 12/09/2022 (and any copies held if required) containing

(Primary Care)

Data

from TPP

personal identifiable information will be
deleted from the local server once the
retention period has passed
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Strategic Workforce

Strategic workforce Power Bl processing in ICS

Personal Data

Bulk data

Power Bl upload and analysis

14/09/2022

DPIA is not required due to no personal data
being used or published. However, some staff
groups may be low numbers so some
information is being populated in this DPIA for
transparency and risk analysis.
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Oviva

BSW ICB have commissioned Oviva to provide the Tier 3 Way to Wellness
Service across Bath & North East Somerset, Swindon and Wiltshire
(Primary Care)

Personal &
Special Category
Data

Bulk data

Referral from GP

30/09/2022

All organisations involved in the data sharing
have the relevant policies and procedures in
place to ensure that the accuracy of the data is
held in line with the data protection act 2018/
UK GDPR.

The organisations which will be flowing
personal confidential data both have
completed the DSPT. NHS mail used. Data is
transmitted to and from the app via TLS 1.2
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DClinPsy Trainee Programme

Trainees undertaking a clinical psychology course to be offered a
placement at GWH. Recordings of patient interactions needed.

Personal &
Special Category
Data

Ad hoc

Recordings on iPads

06/09/2022

Consent is sought. Trainee employed by
Somerset NHS FT and bound by confidentiality,
etc.

Trainee signs agreement with University to
manage devices and data in accordance with
policies

Trainee signs honorary contract with GWH
Trainee uses University issued devices which
has individual logins to the device. Usernames
and passwords must not be shared
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Datix VisionBI

RLDatix have engaged VisionBI to provide training on the support and
configuration of the Yellowfin Bl tool used in DCIQ

Personal &
Special Category
Data

Ad hoc

Extract from Datix system

06/10/2022

Data held on GWH Datix system. No data leaves
the UK. Processing is to be completed using
infrastructure

managed by RLDatix within the UK with
measures in place to prevent

downloading the data outside of that
environment
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Co-ordination Centre

The concept of a coordination centre helps bring together all system
partners wrapped around the needs of individual patients in the Swindon
and wider localities

Personal &
Special Category
Data

Bulk data

Verbally, electronically and on
shared display screens

13/10/2022

Sharing agreement drafted for each partner
organisation. SOP in place. Hosted at GWH and
benefits from GWH security processes
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Accelerated Access to GP Data

The National Accelerated Citizen Access Programme (the National
Programme) is bringing in a change around how patients access their GP
records through the NHS App or other patient facing applications

Personal &
Special Category
Data

Bulk data

Data extract of relevant GP data
from TPP

14/10/2022

Data extracted from TPP SystmOne and made
available to patients via the NHS app/ The NHS
app supports patient verification. There is an
SOP to show staff how to hide data or apply
exemptions when there are concerns with
releasing the data, e.g. if there are safeguarding
issues, if there is third party data, etc.

Piota Medical Student App

App to support the integration and support of medical students, and to
improve communication using latest technology

Personal data
only

Bulk data

Students upload their own data
into the app when registering

18/10/2022

SSL connection. requires authenticated
username and password. Identification is
achieved through seeking a match between an
email address or phone number entered by a
User into the app on their device, with one
uploaded by the Client to the CMS registration
database. In the case of a match the User will
then be sent a 6-digit PIN number by text or
email which they must enter into the app.
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Pulmonary Rehab Service

New service offering therapy in the community for pulmonary rehab
patients to prevent re-attendance

Personal &
Special Category
Data

Ad hoc

Data held already. Additional data
such as registration sheets will be
maintained

18/10/2022

Health data stored on existing systems.
Consent forms will be completed in setting.
Surveys will be anonymised and any
registration details or identifiable documents
that need to be transported to the community
venues will be stored in opaque folders.
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Datix Diagnosis

Datix to manage customer (GWH) data used for issue diagnosis

Personal &
Special Category
Data

Ad hoc

Extract from Datix system

27/10/2022

A copy of the database will be taken from DCIQ
and transferred using TLS1.2 encryption to an
encrypted AWS S3 bucket (AES-256) located in
a UK data centre

An account with MFA enabled will be
provisioned with read access to the database
for the UK

developer assigned to complete the analysis.
The developer will be downloaded using TLS
1.2

from the S3 bucket to a laptop (encrypted using
AES -256) for the analysis.
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Datix Diagnosis

Datix to manage customer (GWH) data used for issue diagnosis - Update
of DCIQ records to resolve FHIR Issue

Personal &
Special Category
Data

Ad hoc

Extract from Datix system

17/05/2024

A copy of the database will be taken from DCIQ
and transferred using TLS1.2 encryption to an
encrypted AWS S3 bucket (AES-256) located in
a UK data centre

An account with MFA enabled will be
provisioned with read access to the database
for the UK

developer assigned to complete the analysis.
The developer will be downloaded using TLS
1.2

from the S3 bucket to a laptop (encrypted using
AES -256) for the analysis.
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Emergency Card Scheme

Alert added to EPR of patients registered with a Charity providing carers.
The charity will be contacted if the patient attends ED.

Personal &
Special Category
Data

Ad hoc

Phone call

10/11/2022

Data already held by GWH. An alert added to
registered patients. Alert contains a generic
phone number only. The number will be aclled
and limited data provided to allow the Charity
to put support in place.
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PreciSSlon - Cemplicity

To reduce surgical site infections (SSI) for caesarean section surgery. The
acute trusts we are working with are RUH, GWH, Salisbury, NBT, UHBW
and Gloucestershire.

Personal &
Special Category
Data

Ad hoc

Survey given to patients and
anonymised data held in portal

10/11/2022

Patient details held by respective Trusts.
Anonymised data made available to view
following patient being sent a survey. A DTAC
has been completed.

ICO registered.

1S027001 completed.
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PeciSSlon - Cemplicity

New data collection fields added to cover: Surgery type —
Elective/emergency, BMI, Smoker — Yes/No, Diabetes — Yes/No

Personal &
Special Category
Data

Ad hoc

Survey given to patients and
anonymised data held in portal

11/06/2024

Patient details held by respective Trusts.
Anonymised data made available to view
following patient being sent a survey. A DTAC
has been completed.

ICO registered.

1S027001 completed.
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RMC Service

ICB to support with referrals via the e-referral system. This supports the
referral process in Primary Care for the patient and the aim of right place,
first time. Processing existed, but this is a new method.

Personal &
Special Category
Data

Bulk data

E-referral system (NHS Digital)

15/11/2022

Existing systems used. Smartcard access
required which is role based and assigned to an
individual with a password. All parties
complete the DSPT annually.




Upgrade to one of the current roster applications EmployeeOnline (EOL)

Personal &

Allocate Software protects all data in transit
with the TLS 1.2 protocol which uses strong
ciphers capable of up to 256 bits. Any data
migrated in or out of the Cloud environment is
encrypted with a strong password and

243 Allocate Loop in October 2022. Special Category|Bulk data Cloud portal, links to ESR 10/10/2022|transmitted via a secure FTP.
Data
Customer’s database content can be protected
by 256-bit AES data at rest encryption. 1SO
27001:2013 certified policies and processes
Secure online login attached to their email
. . . X Personal & account. MFA will be built into the website.
Retain details of job seekers to enable contact when jobs become i . )
244 BSW Talent Pool . S . Special Category|Bulk data Website portal 16/11/2022|Database encryption for data at rest, https for
available that meet their skillset or experience. K X A iy
Data data in transit. Secure 2fa login for website
administrators.
UK based cloud servers. Locums will be
required to use 2FA to access GPintheCloud
Personal & dwillb red hei q
245 GPintheCloud (PCN) To enable locums to book shifts at primary care sites Special Category|Bulk data Azure portal 17/11/2022 an M{I € reAqulre touset elr'smartcar X
Data (physical or virtual) and NHS login credentials
to access the practice’s clinical system via
GPintheCloud.
All Providers are existing PCN Providers within
the BSW region. Staff will be TUPE'd over.
Transfer of TPP records to new Providers Personal & TPP SystmOne permissions SystmOne will remain in place but access
246 Transfer of PCN to new Providers Transfer of physical records to new Providers Special Category|Bulk data Physical transfers 06/01/2023|permissions will change to new Providers.
Transfer of network folders to new Providers Data ICB folder permissions Sharing agreement implemented in the event
of patient record being held at one of the other
sites during the split.
Patient data is pseudonymised and is only used
) ) . . Personal, with informed consent from the patient.
Used to record pseudonymised patient, surgical, technical and outcomes pseudonymised S , o ref b ired
. . R . ) R X . urgeon's names and ref numbers are required.
247 CMR Surgical Registry data each time a patient undergoes a surgical procedure using the Versius A 4 Bulk data Website portal 09/02/2023 g . K q
. & Special Data is held in the UK
Surgical System.
Category Data
c basi fth ks which d Vb Personal & Data already held. Consultant will be given
248  |Civica Support overona temporary asls some 0 t @ tasks which would normally be Special Category|Bulk data VPN access 13/02/2023|restricted access to existing systems.
carried out, such as creating our costing models. . . .
Data Confidentiality agreement signed
Data is sent encrypted to data centre. Cloud
service may securely connect via HSCN (Health
and Social Care Network) into NHS
P 1 & isati including hospital lini
249 Dragon Medical One Speech recognition tool for GWH Pathology. Devices can be used to Se:c?;aCate ory|Ad hoc Website portal 13/02/2023 orglan:isztlsns Irt]c' Udl'?g p ahr']d ﬁ e
g record their speech which will be added to the Winpath system. P gory P u,p O,B ataen riles. Awo geograp |({a Y
Data distributed locations in the United Kingdom.
The Microsoft data centres are both SOC Type 1
and SOC Type 2-compliant. Then uploaded into
GWH system.
Huma is compliant with the NHS Data Security
and Protection Toolkit Huma has 1S027001
Personal & accreditation. Huma has both Cyber Essentials
Blood Glucose Web App (Update following move to Huma servers). See IASME-CE-035394) and Cyber E: tials Pl
250 GDm Health (Huma) PP (Up & ) Special Category|Ad hoc Patient app to cloud portal 13/02/2023 ( )and Cyber Essentials Plus

DPIA 060 for previous information

Data

(IASME-CEP-008391) certifications. Data in
transit on the internet is protected by
HTTPS/TLS 1.2 encryption protocol.




Onkohealth will provide structured programmes of Prehabilitation and
support to people undergoing or recovering from treatment for

Personal &

The clinicians within each tumour site will PID
sent via an agreed secured/encrypted method
to Onkohealth e.g. secure email or portal and
send the necessary, minimum data.

251 Onko Health . § Special Category|Ad hoc Secure email (or portal) 15/02/2023|ONKOHEALTH gain consent for all that they do
Colorectal, Head and Neck and one other tumour site to be confirmed ) ) X
X Data with and for patients. Onkohealth enter patient
across the Thames Valley Cancer Alliance _ o )
data into the Onkohealth Clinical System which
saves the data in their database
Consent based data sharing. GLL will be
Adult patients receiving treatment for cancer at the Great Western Personal & i
. ) _P g ! ° Via NHS mail / Data is stored on a sponsored to have NHS mail accounts to
252 GLL (Greenwich Leisure Ltd) Hospitals NHS Foundation Trust are to be offered the opportunity to Special Category|Bulk data cloud-based system 15/02/2023 support sharing of data securely. Advised to
access to a specialist exercise programme provided by GLL. Data v apply for their own accounts going forward.
An app designed to assist the Trust to achieve its sustainability goals. Staff pr: hOSt:im secure chlou: ster\{er, with ngs
ools used for processing data, i.e. aggregatin,
253 Jump App (Green Rewards Ltd) members can opt to sign up to find out how they can assist with this at Personal Data  [Bulk data Via the app 16/02/2023 . P R g ! g,g gating
& anonymising data into a presentation.
work and at home.
Data Security and Privacy in Cority document:
“All data is encrypted through the internet
using SSL”
“Our back-up data is encrypted and stored off-
site in a secure environment at Iron Mountain.”
“Cority application on the internet through
personal & Microsoft’s global, fully redundant, 1ISO 27001
X Cohort Database is currently in use by Occupational Health, but the K and SAS 70 certified data centers.”
254 Cority R Special Category|Bulk data
company has recently merged to become Cority Data “Our customers use our software to manage
sensitive employee health and safety data, so
we ensure that strict management controls are
in place to reduce any potential risks to data
security, proven by our 1ISO27001 certification.”
Cloud-hosted 09/03/2023
255 Transport Collection Scanning App ApP|ICatI0r‘I loaded on the trust phones, that drivers are able to scaAn their |Anonymised Ad hoc App sends data to PC A form template has been designed that will be
arrival and departure at a surgery; they enter what they are collecting and [data 10/03/2023]loaded into the app.
Data already held. CGL Hospital liaison worker
Support for Substance and Alcohol Abuse Services. The ICB to provide Personal & will access information prior to appointment.
256 Change Grow Live (CGL) specialist substance misuse and alcohol liaison in-reach services for the  |Special Category Service will be provided directly to patient.
benefit of patients attending and being admitted into the Trust Data Information collected can then be added
Ad hoc In-person 16/03/2023|directly onto Trust systems.
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Learning From Patient Safety Events (LFPSE)

NHS providers are required to upload incidents reported onto their
incident reporting system to the new national system LFPSE (Learning
from patient safety events)

Personal &
Special Category
Data

Bulk data

Automated API key

16/03/2023

Taken from NHSE: information Governance (IG)
for the entire service has been a key
consideration throughout and LFPSE is fully
compliant with all NHS England and NHS Digital
Information Governance requirements. In fact,
LFPSE is a significant improvement over NRLS
given it is a more secure and stable
environment and includes a significant upgrade
in terms of the new anonymisation app that
removes Pll prior to data being visible via
LFPSE.PII compliance will be monitored, as with
NRLS, and instant feedback given via the
Application Programme Interface (API) where
issues are identified, supporting more real-time
data quality improvement in providers.
Alongside this, the efficacy of the cleansing
algorithm is also kept under review to ensure
acceptable IG is maintained.
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Whzan

The system provides a telehealth service to help with the care of the
elderly and those with long term conditions. Data is collected directly
from Bluetooth medical instruments and/or manually inputted readings.

Personal &
Special Category
Data

Ad hoc

Bluetooth and stored on cloud
server

28/03/2023

DSPT standards exceeded. Cyber Essential
certified and 15027001 certified. All data
processed in UK only. TLS 1.2 encryption
standard. 99.9% availability.
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External Support Clinical Coders

CEC Healthcare coding to support us for six months. They will provide a
team of 8 — 9 staff to code activity remotely.

Personal &
Special Category
Data

Bulk data

Remote access

29/03/2023

CEC staff will sign confidentiality agreement.
Access to systems will be restricted and has
been approved by the Clinical Records and
Patient Safety Group

*Read and write access to Careflow (Clinical
Coder module)

*Read only access to CVIS, Nervecentre and
EDRMS.

Further access to T: drive coding folder
approved by the folder owner and Coders will
also be given access to the SimpleCode system
(new Coding system) on go-live estimated to be
mid-May.

They supply their own encrypted laptops and
will have remote access through a VPN.
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Tosoh

Tosoh provides analytical machines for laboratory testing. The PIANO
software is installed on a Personal Computer (PC) with a direct connection
to the analyser in the lab and receives results from the analyser onto the
PIANO software.

Personal &
Special Category
Data

Bulk data

Direct to LIMS system

29/03/2023

The PIANO software is installed directly onto a
local Personal Computer (PC) with a Microsoft
Windows 10 operating system. The analyser is
connected to the PC by a serial cable interface.
The PCin all cases is standalone and not
configured to be connected to the internet. It
serves only to receive data from the analysis
which are processed in the PIANO software,
and then passed on to the middleware service
for onwards transmission to the LIMS via the
customer network.The analyser holds only the
barcode and test information about the
individual.
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Employee Assistance Programme (Life &
Progress)

The service provides practical information, resources, and counselling to
help staff to balance their work, family and personal life.

Personal &
Special Category
Data

Ad hoc

Employees sign up for the
Programme and provide their own
personal details with consent

06/04/2023

A series of technical and administrative
measures are in place. Access is limited only to
organisation’s senior employees who need to
access it to provide services to Trust staff.

All company employees are required to
undertake annual data protection and
confidentiality training and privacy and security
guidelines are communicated to all employees.
These privacy safeguards are monitored and
strictly enforced.
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CARPS

System to support the delivery of Portering, Housekeeping, Catering and
Security Services by Serco. Requests entered into app or image taken

Personal data

Ad hoc

Scanned into app or typed

11/04/2023

Data at site level is accessible and secured via
role based permissions (unique login and
passwords) and roles determine access to
different data sets (portering manager can only
access portering, cleaning manager can only
access cleaning etc). Avoira have role based
permissions with unique logins, and regular
data protection training. Full audit trails are
available if when data is accessed, modified
and otherwise interacted with. Site based
access to data is controlled through local
reporting suite and is read only. Data is
encrypted.
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Annual CCTV Review

Annual review of CCTV portfolio

Personal &
Special Category
Data

Bulk data

Existing CCTV systems which are
accessed in control room

19/04/2023

See DPIAs 008, 013, 022, 066, 107, 179 and 212
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Doodle Meeting Scheduler

Doodle Group poll allows multiple people to vote on times to hold
meetings

Personal data

Ad hoc

Names imput by users onto
website

20/04/2023

In transit, data is protected through use of a
TLS 1.2 (or greater) SHA-256 with RSA
encryption. At rest, data is stored using
Amazon Web Services (AWS).

Cloud infrastructure is protected by Cloudflare.
Doodle continually monitor services and
perform updates with the latest security
patches. Doodle perform regular penetration
testing from trusted external providers.

265

Dataiku

Dataiku includes tools such as data preparation, visualisation, machine
learning, data ops, and analytics apps that will support key tasks such as
improving RTT wait times.

Personal &
Special Category
Data

Bulk

On-premise

26/04/2023

This deployment involves setting up a Dataiku
DSS node within the on premise environment.
Access is via the Trust’s network and within the
firewalls.
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Civica Managed Cloud

Cloud-hosted and managed service for Costmaster (supporting PLICS),
which is an end-to-end cost reporting and management tool

Personal &
Special Category
Data

Bulk data

Cloud upload of data

28/04/2023

Uses Azure Active Directory (AAD)
Authentication, with MFA. Civica can provide a
report of dormant accounts every 90 days (or
whatever time period the Trusts set).

Brian Johnston

Annual process for gaining insurance cover for Trust vehicles and the
drivers. Also done on behalf of WHC.

Personal &
Special Category
Data

Ad hoc

Form completed from intranet or
data input through web portal for
claims

15/03/2023

Information is shared upon request by Staff
member making an insurance claim via Brian
Johnson telephone claims line, or online claims
portal with password protection set up by staff
member only known by staff member.




Trust uses AQuA — Advancing Quality Alliance. Aqua use SurveyHero to

Personal &

The data will normally be anonymous and
respondents are advised not to enter any
identifiable data. Data is encrypted (SSL/TLS

268 SurveyHero collect data on behalf of the organisations ;Z::al Category 1.2).. RBAC in place. AWS is GDPR compliant
and is 1ISO 27001, 27017 and 27018 certified.
Ad hoc Web-based survey 12/05/2023
DTAC provided. The details used when
registering (email, password and full name) are
See 125 for more information. vCreate is a secure video messaging service |Personal & used to login to the syst-em to verify the user
269 vCreate for Neonatal for hospital units to securely produce and deliver video/photo updates for |Special Category|Ad hoc Secure dedicated URL 23/05/2023 and_ acc_ess _the correct wdeos/phc_)tos. Once the
. - R . patient is discharged from the unit, the data
families when they are unable to be at the unit with their relative. Data X
record is permanently deleted. HTTPS, TLS 1.2+
only. Within UK
Philips have 1ISO27001, DSPT and Cyber
Essentials certifications.
There is a requirement for the replacement of both Cath Labs at GWH, personal &

270 Replacement Cath Lab Machines including thfa equipment, maintenance, Aand t}Jrnkey works b?cause the Special Category|Ad hoc Wired connection 19/06/2023 The sysFem has the ability to use MFA, the data
current equipment has reached end of life, with parts becoming obsolete Data is kept in the UK, it uses TLS 1.2 encryption and
and the equipment now being unreliable. uses a wired connection between the machine

to the control room and control room to PACs

The data is stored in a secure server that is

located in a secure server room within the Uk
Routine testing of patients and staff for latent T8 using T-SPOT.TB test via Pers&?nal & Labgnostjcs system and is Office. Accelss to this isArestricted to staff

271 Npex - Oxford Immunotec Ltd Special Category|Ad hoc automatically transferred to the 19/06/2023[members with electronic card access and code
Oxford Immunotec Ltd’s laboratory i o .

Data LIS access. The laboratories within the Uk office
are controlled by secure swipe or electronic
card access.

Microsoft forms to be used to collect patient mortality reviews and to Personal & See DPIA 124. MS Forms hosted on NHS tenant.

272 MS Forms — Mortality and Morbidity Data . R Special Category|Ad hoc MS Forms 23/06/2023
collect referrals from the medical examiners. Data

See DPIA 124 and supporting documentation
for MS Forms and N365 Office products.
Patients need a way to arrange for appointments to discuss their Personal &
273 Pregnancy Self-Referral Process pregnancy. GPs are no longer taking/arranging appointments Special Category [Ad hoc MS Forms 04/07/2023|MS Forms is limited to staff that need to see
Patients are able to self-refer using a form on the Trust website. Data the data and to ensure that the service

operates efficiently. T: drive is restricted.
MHS servers uses Advanced Encryption
Standard (AES) 128/256-bit, and Transport
Layer Security (TLS 1.2), which is encryption
technology that works with the most current
web browsers. Encrypts the purchaser’s

. o ' ' Personal & personal information, test user information,

274 Conners Online Assessment The Conners questionnaire is a tool used to diagnose attention- Special Category 650 per annum Online portal (Rackspace) 28/07/2023 test data, responses, and reports are returned

deficit/hyperactivity disorder (ADHD) in children.

Data

(approx)

to the Administrator, protecting against
disclosure to third parties. Applications are run
on dedicated systems. MHS servers are located
in a secure facility, which is monitored
24x7x365 through CCTV in a pass card access-
controlled facility. Access is governed by the
Principal of Least Privilege (POLP)




A new collaboration between 3 Acute Trusts (GWH/RUH/SFT) and AWP to
provide mental health support to pregnant women who have a

Personal &

Patients enter their details online
via MS Forms - the data is then

See DPIA 124 and supporting documentation
for MS Forms and N365 Office products.

275 OCEAN - self referral experinced a previous traumatic birth, have tokophobia or in subsequent |Special Category transferred into Sharepoint for MS Forms is limited to staff that need to see
pregnancy after a stillbirth or miscarriage may wish to seek support for Data midwives to make a decision as to the data and to ensure that the service
their mental health. what support is needed. operates efficiently. T: drive is restricted.
Ad hoc 01/08/2023
See 221. Purpose-Based Access Control
mechanism. Data will be transferred from trust
source systems to the Trust Foundry instance
via a Foundry “Data Connector”. This module
Integrated Elective Care Coordination for Patients - additional inclusion of Per59nal & can connect directly to internet-accessible
276 IECCPP Outpatient data ;[;:;:lal Category [Bulk data Portal upload 18/08/2023 source systems, o sit securely inside the trust
network and transfer data back up to Foundry
via encrypted outbound HTTPS requests. Each
NHS Trust will have their own individual,
isolated instance of the Foundry platform.
Personal & RPA process to interract with As above. R . . X
276a  |IECCPP (CCS) Integrated Elective Care Coordination for Patients Special Category|Bulk data Careflow from the Foundry 07/11/2023 RPA pro'cess will hlave its own ur'1|que login
Data system credentials and will be fully auditable on both
Foundry and Careflow
. . As above.
276b  |IECCPP (CCS) Integrated Elective Care Coordination for Patients - update to include a :S:c‘i)ar}a(l:agéegory Bulk data E:i:::;ef:;otlr::e;;i;tdv::h 15/03/2024 RPA process will hlave its own ur'1ique login
flag to prompt clinician that a diagnostic test exists Data system credentials and will be fully auditable on both
Foundry and Careflow
Paper forms and glass slides sent to company
There is a national shortage of consultant pathologists. GWH/SFT need a |Personal & by courier. Data stored on PathHub. Electronic
277 Poundbury contract with Poundbury to enable us to outsource breast and skin Special Category|Bulk data Paper forms sent 30/08/2023 (automated) information made available via
cancers Data LIMS. Passwords and login IDs.
Staff take part with consent. Third party access
Services offered allow staff to access a % of accrued pay, keep track of Staff member contacts the 22?adiastitt)or:jhilr:tsASGSdepua—uzlsltl—gf(cj);:;act;:;:sll
278 Wagestream worked and future shifts, save directly from their salaries, plus other Personal data  |Ad hoc . 06/09/2023 . !
services company directly which conform to ISO 27001, 1SO 9001, ISO
27017, 1SO 27018, SOC 1-3 and PCI DSS Level 1
requirements.
The consent process is set by the Trust —it is
the Trust’s instance of the app so it can upload
terms and conditions which are relevant. HTTPS
protocol for transferring the data which is
Personal & guarded using middleware. Each user has a
279 Mobile Condom Card App The MCC app requires young people to enter certain personal details in  |Special Category|Ad hoc App 08/09/2023|unique token which is initialized every time

order to access free contraception. This contains patient data.

Data

they register and use the application securing
and encrypting the data. The data is
anonymized prior to any processing from the
device to the backend systems.

All patient health data is stored on the Doccla
Virtual Ward platform. This platform is
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Doccla

Providing remote patient monitoring services to the NHS in the United
Kingdom using the Doccla Virtual Ward platform and delivering patient
data captured in the Doccla virtual ward platform to Electronic Health
Record systems

Personal &
Special Category
Data

Bulk data

Doccla app, the Doccla Virtual
Ward platform, NHS mail and an
integrations engine

27/09/2023

managed by OpenTeleHealth, who are ISO
13485.2016 audited and follow the highest
quality management standards. They are also
compliant with the Medical Device Regulation
(MDR) Class 2A. GDPR requirements are met,
as 1S013485-based QMS requirements address
all the points that GDPR is mandated to cover
to ensure personal and individual data security
and processing. The servers are hosted on AWS
in the UK and no health data is sent outside the
UK.

280a

Doccla

This next phase will involve the remote monitoring of GWH patients by
Medvivo within the Doccla system.

Personal &
Special Category
Data

Bulk data

Direct access to Doccla by
Medvivo staff

19/12/2024

As per DPIA 280.

Medvivo staff have direct access to system with
unique logons and passwords.

281

Early Years Health Advice (EYHA) Service

To provide a service to new mums who may be at greater risk of diabetes
or conditions due to smoking

Personal &
Special Category
Data

Ad hoc

Email between primary care and
GWH

26/10/2023

Patients identified by GWH. Personal contact
details shared with primary care, who
commission the service. The team contact the
patient and ask if they want to take part in the
service. If they do and consent is given, further
clinical etals shared by email. Sharing
agreement in place.

282

Waiting List Data - CSU

SCW CSU have trialled a programme of work to improve Waiting Lists in
the region. This programme is being extended to GWH

Personal &
Special Category
Data

Bulk data

Remote access to GWH systems

27/10/2023

Remote access to systems which will be
removed on completion of work / end of
agreement

No

Horizon remote access to Trust network.
System logons and username(s) provided.

Remote access controls through firewall.
Usernames and passwords for each user.
Read only access given where possible, but
write access given where records need
updating.

Audit trails available in clinical systems.

283

NBSS (National Breast Screening Service)

Screening programmes invite a section of the population to test for a
disease before symptoms emerge. The National Breast Screening System
(NBSS) is used on a day-to-day basis by all screening programmes in
England, Wales, Northern Ireland and the Isle of Man

Personal &
Special Category
Data

Bulk data

NBSS portal and remote desktop
access

30/10/2023

All personal data is held and processed in UK
based data centres.

Only approved users are able to access the
system and are required to enter a password
to do so. NHS Breast Screening staff have role-
based access; NHS E Screening Quality
Assurance Service teams have access to
reporting data and identifiable data to manage
quality assurance issues, serious and untoward
incidents.

Breast Screening providers who access the
system are required to complete mandatory
IG training according to local NHS Trust policy.




This project is to replace the current Analyser in situ in the Lab, with a new

Personal &

DTAC completed. AMS client software accesses
AMS information.
Access to the system is restricted to authorised

284 . . )
Abbott Alinity Alinity Analyser connected to LIMS via AlinlQ AMS Special Category|Bulk data Middleware connects to system 08/11/2023 users only and audit trail is included. Server
Data
held by Trust IT
Existi duct. Th de will includ
The current version of QPulse, the Quality Management System which is  |Personal & XI; ng r;ro ue it © upgrade WIh |n(;u” €
285 Qpulse used in Pathology Services, will become unsupported by the supplier. Special Category|Bulk data Hosted Saas platform 08/11/2023 en anc? security meastfres suchastu
R traceability and automatic lock out of dormant
Move to version 7 and hosted platform Data
users.
Referral data is sent securely from CareFlow to
R ) . InHealth
Community Diagnostic Centre (CDC) — issued under a framework Personal &
286 Inhealth agreement with the BSW ICB. Special Category|Bulk data PTL report to InHealth 09/11/2023
& . - . . . P gory P /111 Please see DPIA 202 as this has full details of
To provide additional resource for diagnostic imaging. Data i X
InHealth security arrangements which the Trust
use for lung cancer screening.
| diatric d tology, the backl d 550 initial P & i i :
287 SAH Diagnostics - Paediatric Dermatology n pae .|a ric erma ology, the bac| og encompasses aro'un initia er59na Bulk data Access to GWH systems 15/11/2023 Through the GWH Electronic Patient Records
outpatient appointments. To tackle this backlog, the project team has Special Category
In the Ultrasound Department, the backlog consists of approximately personal & As above
5500 . To tackle this backlog, th ject t has identified K
288 SAH Diagnostics - Ultrasound Insourcing seans (,J acwle ,IS ac 'og © projec ef’;\m as \dentitied a Special Category|Bulk data Access to GWH systems 15/11/2023
capable supplier, SAH Diagnostics, who can provide the necessary support Data
the Trust needs to clear its backlog.
Data obtained using OpenNet remains in the
originating ICE system and is not retained once
This project aims to establish bidirectional links between the ICE system . . .
. h hol b Kingh hi Ith Personal & it has been viewed. Data will be used for
289 ICE OpenNet Connection (South 4 Pathology use?d y'OUH, GWH, Bucking ams' ire Healthcare NHS Trust, MK Special Category|Bulk data ICE OpenNet 16/11/2023|updating the patient’s local health record at
Partnership) University Hospitals NHS Foundation Trust (collectively the South 4 K S . .
hol hi h Data which point it is governed in accordance with
Pathology Partnership) and the RBH all other patient data. Data sharing agreement
to cover this transfer
Personal & See DPIA 259. Data already held. External
Clinical Coding can send a coded data file to CEC, to input into the . . coders will be sent a coded data file. It will
290 Accord Special Category|Bulk data Email 04/12/2023
ACCORD system. This is an additional data flow. See DPIA 259 D‘;ta gory /12/2023| | ain Patient D, sex, age and DOB but won't
include names.
Data (6 clips) uploaded to the Adobe Creative
Cloud solution. These broken down into smaller]
Personal & clips. The data uploaded, redacted and then
Adobe Creative Cloud all for the redaction (blurri bscuri f 6 clips of
291 Adobe Creative Cloud obe trea Iv? ouda OWSA orthe re‘ac‘lonA( urring/o scurlng)‘o Special Category|. cllps orone Portal upload/download 18/12/2023|deleted from Adobe once the SAR response had
CCTV footage in order to fulfil data subject’s rights of access and privacy. incident y k
Data been sent. The redacted files will be stored on
the Trust network for the relevant retention
period.
Behind an SSL Connection to the web page.
Will require a user name and logon to access
the application. Unique users only, no shared
. . . . Personal & accounts. Data is separated for users to log
Move our existing IT Ticket logging solution from an on prem server to a Portal to access AWS cloud
292 Ivanti Cloud & Eing P Special Category|Bulk data 17/01/2024|calls and for the technician role. There is also

Cloud SASS instance

Data

solution

separation for internal and external users —
GPIT service.

AWS standard security policies, including
15027001 and cyber essentials certifications.

Business service, part of Great Western
Hospital NHS Foundation Trust in the routine




This is an upgrade to the existing car park management equipment and

Automatic data capture from

processing of permits, payments, refunds,
system maintenance and monthly
visit/volunteer audits and parking reports.

293 ANPR Car Parking (Saba) procedures. The new Scheidt & Bachmann system supplied by Saba is a Personal data  [Bulk data 24/01/2024
ticketless car park system. cameras Saba, support team for periodic investigation of|
faults, routine maintenance, upgrading of user
protocols and expansion of facilities in support
of Great Western Hospitals NHS Foundation
Trust.
Differentiated access rights
® Access rights defined according to duties
¢ Automated log of user access via IT systems
* Measures to prevent the use of automated
Provides the patient and clinical team with the equipment and then Personal & Kardia Pro Dashboard data-processing systems by unauthorised
294 Kardia (IQVIA Ltd) remote reading of the ECG and results. Supports patients with breast Special Category|Bulk data ) ! 25/01/2024|Persons using data communication equipment.
cancer Data downloaded into EPR Encryption using a VPN for remote access,
transport and communication of data.
 Prohibition of portable media
o Creating an audit trail of all data transfers
P i ith licit t. P d
The supply of national temporary workers and/or fixed-term workers as ro;:estslmg With explicit consent. Fasswor
well as the recruitment of permanent candidates within the healthcare pro eAc ‘on .
. . . . Restricted access to authorised users only. UK
industry to each contracting authority. A bespoke direct engagement
, . . Personal & based.
. model able to satisfy the needs and complexities of each BSW site. The i . .
295 ID Medical ) N Special Category|Bulk data Cloud based solution links to ESR 02/02/2024
delivery of a cloud-based software system that enables the recording, Dat
ata
managing, and processing of flexible workers, to deliver an auditable
service to the contracting authority, whilst additionally providing a
suitable vacancy release solution integrated with ESR.
Personal & Processing with explicit consent. Password
tecti
295a |ID Medical As above - DPIA specific to Endoscopy requirement Special Category|Bulk data Cloud based solution links to ESR 03/12/2024 pro e'c on .
Data Restricted access to authorised users only. UK
based.
Existi .Noint ti | dat
Docman 10 is a cloud based software platform that manages inbound Personal & xisting process, om emaA ‘onal cata
o i K Cloud based Docman Hub shares transfers. Solution comes with a standard
296 Docman clinical correspondence. Docman Connect allows for the sending of Special Category|Bulk data 06/03/2024 i
- R data to GPs security model
clinical documents directly to GPs through an areas preferred method Data
Dynamic utilises a private cloud infrastructure
with dedicated storage and backup.
Amito is certified to the following standards:
BS EN 1SO 9001:2008 (Quality Management
Provision of a Team Engagement and Development (TED) System. The . . Systems)
X Emailed link to a feedback survey . .
297 TED Tool type of record held on the TED System —is TED team feedback reports and |Personal Data |Ad hoc 13/03/2024|1SO/IEC 27001:2013 (Information Security

survey

hosted online (Amito)

Management Systems)

The primary data centre is located in Reading,
is Tier 3+ and fully resilient. The off-site backup
is in Manchester giving a separation of over 200
miles.




Minuteful for Wound Management

Minuteful for Wound digital wound management solution ensures
clinicians can capture and assess wounds quickly, accurately and easily
utilising a smartphone device and calibration stickers. In addition to a

Personal &

“Standards Met” achieved with the Data
Security and Protection Toolkit (reference
8KCO08).

® |SO 27001 certified (Information Security
Management System).

® |SO 22301 certified (Business Continuity
Management).

® Cyber Essentials Plus

® ISO 13485 (Quality Management for Medical
Devices).

® Healthy.io is registered with the Information

298 Special Cat Bulk dat: Al d portal (UK cloud 20/03/2024 issi g i i i
(HealthylO) smartphone application, clinicians are also provided with a portal where pecial tategory | Bulk data pp and portal (UK cloud servers) /03/ Commissioner’s Office (ICO), registration
. - . Data number reference: ZA289700.
they can see the scans captured as a time series to track progression of .
® Access controls based on the ‘Principle of
the wound. T
least privilege’.
® Strong and complex password requirements
and controls to enforce are in place.
® Security monitoring policy.
® Only appointing sub-processors who can
provide sufficient security guarantees.
® Personal data is AES 256 encrypted at rest.
® Data in transit is encrypted TLS v1.2.
Federated Data Platform hosted by Palantir is an initiative led by NHS Personal & All data stored in the FDP will be protected via
299 FDP England. The platform allows for certain tools to be used such as Special Category 02/04/2024|industry good practice layers of protection
Outpatient and Inpatient CCS and RTT work programmes. Data including encryption at rest and transit, regular
The objective of the Outpatient Care Coordination Solutions (Outpatient |Personal & penetration testing, firewall, anti-virus and
299a  |Outpatient CCS in FDP CCS) product is to reduce waiting times and drive elective recovery across |Special Category di . 02/04/2024|intrusion protection.
S e irect connection to source .
participating NHS organisations. Data systems via REST APls, HL7 The central data platforms are penetration
The objective of the Referral to Treatment Validation Tool (RTT) of the Personal & . tested to provide assurance and confirmation
299b |RTTin FDP Fed d Data Platf FDP), i d iting ti d dri ial Bulk data streams, ODBC/IDBC connections, 02/04/2024 i i i
in Ie e'rate ata Platform ( ' )', is Fo rf\l:sce walt!ng Flmes and drive SDpeaa Category S3/ABFS sources, connections /04/ that all data is secure in accordance with an
elective recovery across participating organisations. ata made to data warehouses, Secure agreed schedule.
FTP (SFTP) or MESH. Botlh thle FDbP Platform Contract;r and'the
The objective of the Inpatient Care Coordination Solutions (Inpatient CSS) |Personal & nat:)r?a ICy er SecfuntY teameI n‘1cfn|tor
299c  |[Inpatient CCS in FDP Product is to reduce waiting times and drive elective recovery across NHS |Special Category 02/04/2024 tecl rlnca systems for signs of suspicious
Trusts. Data activity. X
All access to the FDP must be authenticated
using Multi-Factor Authentication (MFA).
Personal & As per DPIA 299
. Updated DPIA and added information in relation to access for support
299d |Update to overarching FDP DPIA (DPIA 299) P . K i Special Category Bulk data As per DPIA 299 20/12/2024
engineers as required
Data
. ] § Personal & Groupregistration onto cloud Vivup uses Microsoft Azure and is certified to
i New Employee Assistance Programme (EAP). Vivup offer a benefits K preg P . .
300 Vivup EAP X K ) Special Category|Ad hoc platform. Users can choose to use 04/04/2024|1S027001 and Cyber Essentials Plus. All internal
package to staff which can support mental and physical wellbeing. R R o
Data services as they wish. staff undertake IG training.
UoB record patients using an Access to the portal will be limited to relevant
Collaboration between the Forest Ward physiotherapists and UoB, Personal & emcrypted laptop / videos and clinicians using secure accounts.
University of Bath / R&I - clinical research surrounding the use of Al-based, markerless motion capture data to K . notes are uploaded to a portal.
301 ) I ) X X o o . Special Category|20 patients ) X X 09/04/2024
project for rehabilitation of stroke patients  [process stroke patient walking characteristics and changes in gait during Data Relevant information will be
their in-patient rehabilitation at the Great Western Hospital. shared with GWH for patient
notes.
CCTV camera gives notification of persons entering the Studio allowin Personal & ity i L i
302 |Hospital Radio Studio CCTV gives notitication ot p ing the Studio allowing Ad hoc Stored on an SD card 17/04/2024| RS charity is data controller. Access is

Charity Technical leads identifying if unauthorised persons are entering

Special Category

controlled by access to the Studio Audit trail




The aim of this project is to validate, implement and prospectively

Personal &

Pseudonymized data is stored temporarily in
Azure blob storage (Azure UK South,

303 Radiobotics - Rbfracture evaluate the value of RBfracture as a decision support tool of fracture Special Category|Bulk data Cloud-based - Azure 08/05/2024 .
diagnosis. Data London) for processing and support and the
cloud.
Data is held in the AWS cloud environment on
natively encrypted file systems using the AES-
256 algorithm, and all data in transit is secured
QPulse is the Quality Management System used across the Pathology Per59nal & Externally cloud-hosted SaaS using TLS 1.2 via H_TTPS' Ieverage‘AV_VS
304 QPulse Upgrade | i Special Category|Bulk data _ . 20/05/2024|GuardDuty to facilitate IPS/IDS within the
Services for storage and management of quality-related documents. environment in the UK R
Data customer environments and deploy
appropriately configured and located firewalls
across the estate with anti-malware tiers and
monitoring of all systems.
Zio Personal Data (as defined in Table A above)
is stored within ZEUS, iRhythm’s proprietary
platform hosted within Amazon Web Services
(AWS). The AWS environment conforms to I1SO
27001 and 27017, and meets SOC 1/2. All UK
The Zio® XT Service is a complete ambulatory ECG service including not Personal & L patient data is stored in UK data centres. All
) . . . i Wearable sensor and clinical R o 3
305 iRhythm only a wearable biosensor, but also the accredited analysis and Special Category|Bulk data . 21/05/2024|compute instances run within Virtual Private
production of the finished report for the cardiologist. Data reporting tool Clouds, providing a logically isolated section of
the AWS cloud, where AWS resources reside in
a virtual network defined by iRhythm. Zio
Personal Data in ZEUS is encrypted in transit
and at rest using the AES-256 standard.
Note: not a GWH DPIA. Logged for awareness. There is secure login (NHS login or CIS2) into
NHS England (NHSE) in partnership with GRAIL is piloting the Galleri test GTMS via role-based access — only approved
(CE Marked and UKCA: G9001) through two industry sponsored Personal & and authorised (by the employing organisation
306 GRAIL- Galleri Test Management System demonstration projects that will run from 2021-2025. Special Category |Bulk data Cloud based system 22/05/2024 IAO) users W|Illbe given a log on.A RoIe—ba?ed
(GTMS) Data access to restrict the amount of information
The Galleri test is a multi-cancer early detection blood test that can detect that is seen to only that relevant for the role.
a signal shared across cancer types and predict the tissue or organ of
cancer signal of origin.
Access to the data for the transfer will be done
‘ A personal & via SFTP using username, password and
307 Systems for Dentists The Community servn'ce has a néedlfor a repla'cement dental record Special Category |Bulk data Cloud based system 24/05/2024 whitelisting to Aensure transit. Final access of
system to ensure business continuity and patient safety Data the software will be over HTTPS or encrypted
TCP tunnel using AES 256 bit encryption.
All Pllis encrypted on the device and logs. And
Pll on the displays and reports allow the user to
customize.
Secure Data Deletion Support completely erase
The company provides a universal central monitoring platform which . all facility data.
R . i N Personal & Data extracted from devices and Password Management - Supports the use of
308 Mindray (EPR - ED) seamlessly integrates data from medical devices onto a standard interface Special Category|Bulk data systems such as Nervecentre to 30/05/2024|strong and editable passwords, roles, access

while also automatically updating Electronic Patient Records (EPR). Will be b

used in new ED.

ata

provide central platform

timeouts, as well as integration into the
hospital Active Directory.

All devices - Access Control - Supports
integration into the hospital AD to provide
access to managed user accounts, permissions
and password policies.




To create a bespoke eCard Solution in order to facilitate a better

Email addresses manually added

SSL/TLS certificate.
Emails used to send the eCards are encrypted.

309 eCards with Creative Cube o K . . Personal Data |Ad hoc . L 13/06/2024 K _

communication and wellbeing within the internal departments to website for mailing purposes Auto-deletion once session ends or the eCards

are sent.
Personal & Existing CCTV systems which are See DPIAs 008, 013, 022, 066, 107, 179, 212,
310 Annual CCTV Review Annual review of CCTV portfolio Special Category|Bulk data & | v 13/06/2024|263, 293 and 302
accessed in control room
Data
Patient data is held within Azure SQL, and
Azure Storage which is encrypted at rest using
the AES 256 algorithm.
UK BadgerNet data hosted within Microsoft
Azure is only accessible HSCN. Azure Private
BadgerNet Maternity is an electronic medical records system allowing for X Endpoints are used to allow specific
. Centrally hosted solution, . B
the documentation of care records for the pregnant woman/person and  |Personal & BadzerNet links with all components within the hosted architecture to
adgerNet links with a . . .
311 Badgernet Maternity UK (System C) baby. The maternity system provides optional functionality for use as a Special Category|Bulk data BadgerNet Maternity and 18/06/2024|communicate. Only a single Azure App Service
medical record for people attending an Early Pregnancy and Gynaecology [Data e i Y is externally accessible (namely the 'Proxy’),
. Neonatal sites across the UK . . . )

Unit which handles incoming API traffic and routes
requests to other internal services for
processing. This component is hosted behind
an Azure Application Gateway which also
includes a WAF (Web Application Firewall).
NBSS database will be cryptographically

Th ject involves the depl t of b ki tabl P | & d usi hashing technique for the NH

A e projec |Anvo \{es. e deployment of a new bespoke ?xecu able ersx?na NBSS portal and remote desktop secured using a has| |ng echnique for the : S
312 NBSS Extraction Tool program which will interrogate the NBSS (Breast screening programme)  [Special Category [Bulk data access 18/06/2024|number (SHA256 algorithm) and an encryption
database. See DPIA 283 for more info. Data technique for other data fields.
Windows authentication (for access to clients
and server)
Local licati .
. Addition of Heyex software to the network / server so that images taken |Personal & . f)ca app Icatl'on user accounFs / Passwords .
Implementation of Heyex Software (for use N A . . . External device (eye scanner) First level = Windows authentication and audit
313 ) R using the Anterion device can be viewed and analysed from Special Category [Bulk data . 09/07/2024 .
with Anterion eye scanner) . saves images onto server logs (for server / client access).
Ophthalmology clinic PCs. Data .
Second level = User logons, data deletions,
changes to data are logged in application audit
trail.
Personal & All data is retained within the NHS tenant and is
314 Assured Assured: Active Audit - Power Bl Migration and Analysis. Assured can help Special Category |Bulk data Azure 09/08/2024 accessible only by staff with permissions. Data

us to migrate onto the central NHS tenant for Power BI.

Data

stored is all encrypted while not in use
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Breast Cancer Digital Patient Reported
Outcome Measures (PROMs)

My Clinical Outcomes (MCO) to support routine patient care in breast
cancer. This will enable patients receiving systemic treatment for breast
cancer to log their toxicities (side effects) from treatment and monitor
health related quality life once discharged from treatment

Personal &
Special Category
Data

10-50

AWS

15/08/2024

Personally identifiable data is encrypted in
transit and at rest; Outside of the platform,
MCO use secure messaging (e.g. Egress) or
SFTP for sharing personal data back with
clients. Our SFTP is the fully managed AWS
Transfer service.

The platform itself is hosted on AWS.
Development, Test & Production systems are
all virtual systems contained within the
Amazon Web Services (AWS) EC2 Cloud
Environment.

Emails are sent through the Sendgrid API via
TLS 1.2, DMARC / DKIM configuration is
configured on the domains for Sendgrid and
our customer support tool, Freshdesk.

316

Clinicalskills.net

Online resource designed to support the training and best practices in
clinical skills and patient care. It provides highly illustrated, step-by-step
guides for over 450 clinical procedures

Personal data

Bulk data

Online portal (Azure)

15/08/2024

Data encrypted both at rest and in transit.
Cs.net have automated process to upload file to
create accounts and send automated email to
individuals enabling them to set their
password, review cs.net T’s & C’s and Privacy
Policy and then activate their account. Level of
access defined by role

317

Barnardos - Youth Worker Project

A 12-month pilot starting in 2024, designed to better support Children
and Young People (CYP) who present at Emergency Departments (EDs)
and those admitted to the Children’s and Adult Wards and Paediatric
Assessment Units with long term conditions

Personal &
Special Category
Data

Ad hoc

Online portal (Azure)

15/08/2024

Electronic data will be held on a fully Cloud
based system within the UK with all services
running in the Microsoft Azure Cloud.
Barnardo’s use Open Text to manage and run
its Content server (their Case Management
system). This is also a fully cloud managed
service with all relevant SLAs in place to
provide and protect our data. The network
perimeter is protected by Firewalls in the
Microsoft Azure Cloud. All emails are sent using
encryption (default encryption of data in
transit: TLS 1.2) and can also be encrypted
using Microsoft 365 Outlook Email Encryption

318

Modern Equivalent Asset Review (Shiron FS)

On site visit by third party. The fundamental concept to understand is that
the Asset Valuation represents the value of the actual estate to the Trust.

Financial data

Bulk data

On site visit

31/08/2024

On site visit. No PID is expected to be viewed.
Third party were under contract to carry out
the specific work and individuals were asked to
sign confidentiality clauses.

The environment has received approval from
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Thames Valley and Surrey (TVS) Secure Data
Environment (SDE) programme

Hosted by Oxford University Hospitals NHS Foundation Trust (OUH), the
SDE is for the re-use of healthcare data for research and development.
This SDE will be under an accreditation scheme to be agreed by UKSA and
DHSC

Personal &
Special Category
Data

Bulk data

Two dedicated cloud tenancies
under OUH control

02/09/2024

the Health Research Agency Confidentiality
Advisory Group (HRA CAG) to receive
confidential patient information from partner
organisations, under Section 251 of the NHS
Act 2006 (CAG reference: 23/CAG/0046).
Personal data exists only within the data lake.
Data processing ‘pipelines’ are designed to
ensure that only data that is free of direct
identifiers can be included in the data marts
used to produce extracts.

The extracts themselves will be subject to
automatic checks prior to transfer to the
research environment.

Access to the data lake is restricted to
designated members of the SDE technical team,
all of whom are contracted to OUH.

The tenancy that holds the data lake is
managed separately from other OUH tenancies.
Microsoft Azure meets existing government
and industry standards for cloud security.

The SDE team will seek ISO 27001 accreditation
for the environment.

319a

Thames Valley and Surrey (TVS) Secure Data
Environment (SDE) programme

As above - updated to inlude third party access to data by ‘SDE technical
team (including third party suppliers)’

Personal &
Special Category
Data

Bulk data

As per DPIA 319

20/03/2025

As per DPIA 319

320

Everlight Radiology

Outsource company to support Radiology Dept with Routine and Urgent
reporting requirements

Personal &
Special Category
Data

Bulk data

secure VPN links to Medical
Reporting workstations

06/09/2024

Data will be maintained in one of Everlights 5 x
TIER3 Global Data Centres. A short-term copy
of the data will be stored on a medical
reporting workstation — this data is purged at
the end of the reporting session. Everlight are
compliant with 1SO027001:2013 and also
complete the DSPT for access to NS/HSCN.
Everlight undergo annual external penetration
testing.




321

MyHeart App (My MHealth Ltd)

MyHeart app is part of a suite of apps helping patients with chronic
conditions. In this case, the Trust has used the MyHeart app for a while
and wishes to continue its use

Personal &
Special Category
Data

Bulk data

Downloadable app (AWS)

11/09/2024

All existing and new employees of my MHealth
Ltd have updated DBS (Disclosure and Barring
Service) checks, at a level relevant to their
employment. Contractors sign a data sharing
agreement stating that any transmission and
use of the data is forbidden and only system
operations are allowed. All staff receive
induction and annual IG training.

Information security policies include: ¢
Encryption of personal data on desktop
computers and devices ¢ Encryption of
personal data on storage devices and backup
Controls against denial-of-service attacks ¢
Controls against hacking * Clear Desk and Clear
Screen. The company also has disaster recovery
plans and will report any data breaches via the
DSPT.

System:

Data in transit: Restriction to TLS v1.2 only,
using updated, secure ciphers (AES 256 where
possible). Known insecure protocols, ciphers
and configurations are disabled, e.g., RC4, SSL3,
non-perfect-forward secrecy, client re-
negotiation.

322

ShareGratitude (HUMAN)

HUMAN is a unique realtime patient-to-staff (or staff-to-staff)
appreciation platform service

Personal data

Ad hoc

App and QR codes, hosted on
AWS

12/09/2024

ShareGratitude on AWS. SSL. Access Token.
Data protection registration. Limited personal
data only. Consent-based registration. Audit
trails available.

323

Baxter Healthcare: ICNET Infection
Prevention Software

The aim is to provide a fully functional, fit-for-purpose infection
surveillance system in place across the Trust

Personal &
Special Category
Data

Bulk data

Software hosted locally

12/09/2024

Trust’s own firewalls IT infrastructure /
restricted access to staff in the IP&C Team. The
data is stored on the Trust’s servers and falls
under Trust Data Retention policies — NHS
Records Management for Health & Social Care
2021.

324

Bodyswap app

App which provides video-based/A.I. driven immersive training/ learning.
The spatial movements, semantic information, recording and emotional
data is used to analyse, and provide feedback, on the user’s performance

Personal &
Special Category
Data

Ad hoc

Video of user, use of goggles

24/10/2024

Hosted in UK. Users will have their own account
which is centrally managed by the client. When
the supplier has no ongoing legitimate business
need to process the personal information, they
will either delete or anonymise it 90 days after

account has expired.




325

National Smoke Free Incentive Scheme

The overall objective of the scheme is to reduce the number of people
who smoke when pregnant and to increase the number of smoke-free
homes

Personal &
Special Category
Data

Bulk data

Web-based platform

24/10/2024

UK hosted. Accenture requires that sensitive
information being stored in portable storage
media be encrypted using approved encryption
solutions. OneDrive for Business, which has
AES 256-bit encryption and is FIPS compliant, is
the preferred method for PC Backup. - Apart
from instances where shared mailboxes are
used, Accenture’s email solution (Microsoft
Exchange) uses Digital Certificates for email
encryption for internal Accenture emails using
SHA2-RSA 2048-bit keys. Additionally, such
internal emails can be digitally signed for non-
repudiation. - All SMTP connections between
organisations must be configured to use TLS
over gateway-to- gateway communication at a
minimum

326

Oviva UK Limited

Oviva will assist both RUH and GWH Trusts to reduce their wait list of Tier
3 patients that are obese

Personal &
Special Category
Data

Bulk data

Text message to patient giving
them the choice to use Oviva.
Email to Oviva if pt chooses their
service.

29/10/2024

All transfer of information between the Trusts
and Oviva will be via NHSmail. All transfers of
anonymised data transferred between Oviva
and the evaluators will also be via NHSmail
using the [secure] function.

All data in transit from Oviva to Oviva's servers
is encrypted with TLS 1.2, only strong
ciphersuites are permitted.

327

Stalis

Data Migration and Archiving in relation to the shared EPR programme -
joint DPIA across GWH, RUH and SFT

Personal &
Special Category
Data

Bulk data

GWH to SFT via VPN

04/11/2024

Annual Data Security and Protection (IG)
training.

The Stalis product contains audit trail
Addition/removal of access eg will follow SOP.
Hosted by SFT and access will be maintained via
Privileged Access Management where each
user will have unique usernames and
passwords. All Stalis user requests for access to
come via Stalis Project Manager and will be
forwarded on to AHA Data Migration Lead. For
the transfer of data, the data is encrypted.

328

Better Impact

Volunteers sign up and adds data. Once signed up and approved, the
volunteer can add further details or manage their time and complete
other tasks.

Personal &
Special Category
Data

Bulk data

Added by volunteer to website

06/11/2024

ICO Registration = ZA051032

Better Impact have:

= ISO/IEC 27001:2013

= CSAE 3416

=SOC 1 Type 2 Report

=SOC 2 Type 2 Report

= Uptime Institute Tier Il level

Encryption algorithms

o Data in Transit: TLS 1.2 ECDHE RSA with AES
256bit

o Live data at rest: 256 BIT AES encryption

o Passwords at rest: One-way hashing
algorithm (bcrypt) with a random salt value

o Backup data rest: 256 BIT AES encryption

o SSL certificate hashing: SHA-2




Sterling Management Centre Ltd t/a Unity

Request made to open access to the lottery website so that Brighter

Personal data

Staff voluntarily provide their

Company has ISO 27001 and Cyber Essentials
and payment details (e.g. debit/credit card

329 A futures can promote this to staff. (Lottery sites in general are blocked as Ad hoc details in order to take part in the 11/11/2024 .
(Brighter Futures Lottery) ) only numbers are encrypted to inductry standard.
they are classed as gambling). lottery.
Copilot is a generative Al product, it
automatically inherits the existing security,
Integrates with the Microsoft 365 li d pri licies for Mi ft
The NHS.net Connect Microsoft 365 Copilot pilot aims to provide a ) g N N L K comp! @nce, an prlvacY policies for Microso
. L 3 - Personal & suite, including applications like 365. Microsoft 365 Copilot processes data
. . consultation mechanism and obtain feedback from organisations on the i X o .
330 Microsoft Copilot . Special Category|Bulk data Teams, Word, Outlook, 14/11/2024|without storing it. User data is not used to
feasibility of global roll out to the whole NHS.net Connect shared tenant. ) , =, K
(NHSE DPIA) Data PowerPoint, Excel, Loop and retrain’ the Copilot large language model.
others Results are returned from Copilot to the user,
and are there for the user to choose to use or
disregard.
New mentoring programme with Guider which aims to create mutuall Personal & Mentors and mentees sign up. No high risk processing
331 Guider Global - g P g o v Special Category|Ad hoc They are assigned to each other. 28/11/2024
beneficial relationships between staff across the organisation
Data No other data shared.
ReStart will work on the integration engines, primarily InterSystems Personal & i i
332 Trust Integration Engine - shared EPR 8 8 P . v 4 . . Bulk data Health Connect platform 11/12/2024 Anrnfal Data Security and Protection (IG)
Health Connect as the selected platform of choice. GWH are already using |Special Category training.
Stored on local network for 12 months. Access
QR code for women to self-refer to discuss their birth experience Personal & . . ) ) ) .
. R X K Automatic email (NHS mail) when is only available to the perinatal support team,
333 BirthMatters (currently done via an answerphone service). MS Forms populates a Special Category|Ad hoc . 02/01/2025 X §
self-referral is made no other staff have access to this shared file.
spreadsheet. Data
Information is held on our own Trust server
which holds the Lilie Application. Lilie is
accessed via password access via user’s
Lilie v9.4 upgrade is to provide new and additional features and Personal & deskto Pat:)ent records stored in line with
334 Lilie enhancement that will allow for better user experience and enhance the |Special Category|Bulk data Main EPR system in Sexual Health 08/01/2025 P .
. L. NHS Records Management Code of Practice.
Sexual Health Department's productivity. Data o
Lilie is a closed sexual health system so only
those who work within the service have access
to the system.
The equipment will link with the PACS in order
to provide healthcare staff with access to the
Mindray is in use to provide better connectivity between ED and the EPR - [Personal & images produced from the equipment. No
335 Mindray (PACS - Ultrasound) see DPIA 308. This is for Ultrasound scanning and analysis which can Special Category [Bulk data Integrates with PACS 16/01/2025|middleware is used as this is a direct link via
integrate with PACS. Data DICOM. AD accounts / role-based access for
staff who need to use the system
. A . . AWS servers in Dublin, Ireland. Encrypted at
Trust is renewing its contract for a website/app which collects data about rest in secure datacentre. Role Based Access
336 OnHand corporate volunteering for such things as litter picking, giving blood and  |Personal data |Ad hoc AWS servers in Dublin, Ireland 19/02/2025( o ’
. R Principle of least privilege controls, strong
making food donations. -
password policies.
Personal & Information is accessed using the AegisPOC
Abbott Rapid Di tics Limited - T t Pathol POC devices t Interf; d via HL7 dat log in. Access to the system is
337 Aegis ott Rapi |agf105 |C§ imited - To connect Pathology evices to Special Category|Bulk data nterfaces are managed via or 19/02/2025 a amanager g ' % '
the LIMS system via AegisPOC Data manager Data ASTM restricted to authorised users only and audit
trail is included.
Stored on the SQL database. Regular/Daily
personal & backups of the databases. The application has a
Th d ired t ide better handling of multiple di i i
338 |Dawn Upgrade © upgrage was required to provicie better handling of MuTtP'e CISEase |special Category |Bulk data On local server, GWH-DAWN-001 25/02/2025| 1!l 3udit log of all transactions and

areas and the inclusion of Dermatology.

Data

modifications made by everybody that logs
onto the systems

Cabinet Office Digital uses AWS account. One
Login is an authentication service. One Login




339

Find a Tender

Central Digital Platform (CDP) allowing organisations to participate in
Government procurement

PeTSOnar &
Special Category
Data

Ad hoc

Central Digital Platform (CDP)

25/02/2025

will pass us users email addresses once
validated. This service is provided by the
Government Digital Service. MoU has been
signed.

340

Ideagen Qpulse

Ideagen IQM (previously known as QPulse) is a cloud-hosted quality
management system, which is already used elsewhere in the Trust (e.g.
Pathology).

This project will implement IQM for use within Radiology.

Personal &
Special Category
Data

Bulk data

Externally cloud-hosted SaaS
environment

27/02/2025

Data is held in the AWS cloud environment on
natively encrypted file systems using the AES-
256 algorithm, and all data in transit is secured
using TLS 1.2 via HTTPS. leverage AWS
GuardDuty to facilitate IPS/IDS within the
customer environments and deploy
appropriately configured and located firewalls
across the estate with anti-malware tiers and
monitoring of all systems.

341

Optos

Capturing data of the Px retina for diagnosing and monitoring of diseases.
Captures 200 degree field of view of the retina

Personal &
Special Category
Data

Bulk data

Secure file transfer

11/03/2025

Electronic transfer which is encrypted. The
Trust is responsible for passwords and account
set up. The data is the property of the Trust and
a copy of the Data Processing Agreement or
Data Protection Protocol by both parties.
Annual Data security awareness training is
provided to all employees. Staff with specialist
roles receive additional data security and
protection training suitable to their role, such
as HIPAA awareness training, GDPR training,
Clinical Data management training and GCP.

342

OPAS

OPAS-G2 Occupational Health Management Project across RUH (existing
customer), GWH and then SFT later

Personal &
Special Category
Data

Bulk data

IBM Public Cloud platform

21/03/2025

The OPAS-G2 Service is built on the IBM Public
Cloud platform utilising their UK based data
centres for all components. IBM have various
accreditations including 1SO 27001, 27017,
27018 and 22301. Data/ information will be
collection by online forms that will only be
accessed via the G2 system and will require a
login.

343

iCasework

iCasework will be the new system for managing Employee Relations (ER)
case management at the Trust.

Personal &
Special Category
Data

Bulk data

online iCasework system

27/03/2025

Access to iCasework’s administration portal will
be for HR users only, controlled via username
and password.

Employees/managers will have access to raise
cases only via portal.

344

HCRG Community Mobilisation

Change of Community Provider to HCRG. Services previously provided by
GWH and WHC predominantly, with some services from SFT and RUH.

Personal &
Special Category
Data

Bulk data

SystmOne Units transferred to
HCRG

Secure File Transfer

NHS mail

Sharing agreement to cover reciprocal access
where GWH or HCRG need access to systems
hosted by other party

Organisations must be DSPT compliant

09/04/2025

Technical solutions in place. However, see due
diligence for information on breaches

HCRG to complete all SARs for electronic info.
GWH to complete SARs for historic paper
notes.

345

SBUK Pathology Outsourcing

Outsourcing of histopathology processing and reporting, with scope to
integrate digital pathology into workstream.

Personal &
Special Category
Data

Bulk data

Physical samples

24/04/2025

N/A




Planmeca Romexis software to be used in conjunction with the Promax
diagnostic scanning device. Provides a fully upgraded and supported

Personal &

Trust PACS (via standard CRIS

*Bomexis workstation located in secure room.
Access via fob, for staff only.

*Bomexis workstation is ‘locked” when not in
use and requires Windows password to unlock
it.

346 C ity Dental Digital | i Special Cat Bulk dat: 24/04/2025 1 to R i i t
ommuntity bental Digital imaging digital imaging setup at Chippenham, ensuring compatibility with future pecial Lategory|Eulk data workflow) /04/ ° ccess_ ° _ome>(|s requires useraccoun
, Data authentication.
Windows 11. . . .
*Romexis is generic password protected login
restricted to Romexis PC. Windows login as per
individual.
ePatients / 3rd parties not left unattended.
Shared Hospitals G Devel ¢ T third part It ding T itional S tt Personal & No personal data should be shared with the
ared Hospitals Group Developmen eneo are a third party consultancy providing Transitional Support to a
347 P P P R party ve 8 PP Special Category|Bulk data Sharepoint and email 07/05/2025 third party provider. Contract in place.
(Teneo) Provider Group model.
Data
. . Various - access to shared systems No personal data should be shared with the
This DPIA covers the arrangements between the Trusts for Group working _ ) R
R . Personal & (such as FDP), third party provider. Contract in place.
) — see Shared Hospitals Group Development (Teneo) DPIA for additional K R ) .
348 Shared Hospitals Group Development (Trust) |. L A . . Special Category|Bulk data email/sharepoint/Teams direct  |07/05/2025
information in relation to third party support when moving to group X .
Data sharing, access given to local
model.
system, etc.
The three acute Trusts run elective orthopaedic surgeries on site. Sulis Personal & N/A
349 Shared Elective Orthopaedic Centre (SEOC) |hospital is a private hospital which is owned by RUH and has capacity to  |Special Category|Bulk data NHS mail. PAS. Shared CCS. 16/05/2025
conduct surgeries for NHS patients. Data
Personal & Existing CCTV systems which are N/A
350 Annual CCTV Review 2025 Annual review of CCTV portfolio Special Category|Bulk data & . v 22/05/2025
accessed in control room
Data
. . . . Personal & Data uploaded via Word User must sign in so enterprise data protection
. X ) Generative Al which can support colleagues. The Copilot.com site pulls K ) A A N N
351 Microsoft Copilot (copilot.com) i . Special Category|Bulk data documents, Excel sheets, etc. or  |23/05/2025 in place. Guidance to be included in Al policy
info from the Web or a document you upload to it.
Data from the web.
Msoft will appoint a project manager for the
migration project.
The data will be extracted from the current SQL
MSoft Blood360 Blood tracking system. Renewal and upgrade of the personal & Server DB into a dump file. This will then be
current MSoft Bloodtracking system, which allows full electronic audit K i i i i i
352 Blood360 . & sy . . Special Category|Bulk data Cloud portal 01/07/2025 Zipped up “5'”5 AES 256bit encryption with a
trail of blood products, from blood product collection at blood fridge Data password. It will then be sent over the HSCN
through to administering the product at the patient's bedside using the IPSEC VPN Msoft have setup for all
communication between the trust network and
the HSCN Cloud.
Bookwise Education Upgrade / Migration to Bookwise Elements. Academy N/A
353 Bookwise staff to manage booking of corporate seminar / meeting rooms and to Personal data  |Ad hoc Cloud portal 30/07/2025
report against room usage.
. . . Backup generators kick in if main system fails
Single supplier Framework for the Imaging Programme, part of the West
of England Imaging Network. The Lots are: n "
West of England Imaging Network (WoEIN) |- PACs Personal & Ensure project team have dedicated network
354a L A Special Category|Bulk data Cloud, interface with EPR 04/08/2025 space with access restricted to team members
Digital Imaging Programme - RIS Data
- Sharing Solution - - —
Controller A will send out daily notifications of
- Storage
updates
. The purpose of this data sharing is to support the production of shared Personal & Pseudonymised ESR staff data will be collected.
West of England Imaging Network - o . . . . . . . .
354b ESR reports to allow organisations to review current practice, plan their Special Category|Bulk data Cloud, interface with EPR 04/08/2025 It is then aggregated and anonymised
workforce, collaborate and share resource. Data
. . . . Ensure project team have dedicated network
Great Western Hospitals NHS Foundation Trust to provide occupational Personal & G2 system (OBU) . R
R ) . X K space with access restricted to team members
355 OBU Students health (OH) services to Oxford Brookes University students enrolled in Special Category|Ad hoc OPAS (or other) OH system at 18/08/2025

healthcare programmes (e.g. nursing, nursing associate).

Data

GWH




Access to ambuance data for ED and UTC so they can see the number of  |Personal & N/A
356 SWAST X-cad patients coming in, expected time of those patients due in and allow them|Special Category|Bulk data Live link with ambulance data 29/08/2025
to do preparatory work Data
New camera to be installed in lift 8. This is a service lift (no patients). It personal & N/A
has regularly experienced damage. The camera will support the protection| )
357 CCTV - New Camera . . . K Special Category|Ad hoc CCTV control room server 03/09/2025
of property, the safe running of essential services and if necessary, the Data
investigation process
. . -~ — N/A
MyKitCheck is a web application used by NHS organisations to manage
358 MyKitCheck equipment/safety checks (e.g., r§§u55|tat|on ltrolleysl, oxygen/suction). To Personal data  |Bulk data Microsoft Azure — UK South 01/10/2025
enable secure access, accountability and audit, MyKitCheck processes
minimal staff personal data (name and work email).
oAl pages accesses are kept secure using HTTPS|
Copy of Health Education England DPIA which covers the sharing of Collection tool developed by :gg:sffs:c?ztp’i)r?;:ﬁs policy
359 Student Data Collection (SDC) student data, including personal data, salary support details and Personal data  JAd hoc 02/10/2025
achievements between Trusts and HEE/HEI Heavy Energy ~Eole. based access
*RAudit access controls
Data will only ever be stored
and backed up on industry
standard servers managed by
commercial suppliers (see
attached supplier due diligence
and certificates)
Data will only be transmitted
and stored using industry
standard encryption. Data will
be stored within the HSCN
network, using approved tools.
Encryption keys will be stored
separately from data in
accordance with industry
standard practices.
Penetration testing will be
undertaken by independent
approved contractors to
provide further assurance of
360 hepatoSIGHT Case-Finding' Database (hepatoSIGHT) to identify individuals at risk of :s:c?;acliegory Bulk data SQL server hosted by Somerset 08/10/2025 (I:Zt/aies\f/c;fnpt:/ivacy motices by

liver and metabolic disease

Data

NHS FT

each controller is undertaken
to check they are appropriately
covering this purpose

Funding secured via NIHR.
Collaboration across all
partners within Somerset.
Technical specialists engaged.
Management company
engaged to oversee project and
adhere to proscribed timelines




The system has been evaluated
against the standard in
DCBO0129, and a Clinical Safety
Case Report.

All system use will be in
accordance with the Standard
Operating Procedures and the
system will only be used for
case identification. It will not be
used for direct clinical care




